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Computer	
  security	
  is	
  a	
  field	
  that	
  is	
  fundamentally	
  co-­‐dependent—driven	
  to	
  respond	
  by	
  
the	
  acHons	
  of	
  adversaries.	
  This	
  dance	
  fuels	
  both	
  the	
  research	
  community	
  and	
  a	
  mulH-­‐

billion-­‐dollar	
  computer	
  security	
  industry.	
  However,	
  to	
  date	
  most	
  efforts	
  have	
  focused	
  on	
  
the	
  technical	
  components	
  of	
  this	
  baKle:	
  idenHfying	
  new	
  vulnerabiliHes,	
  exploits,	
  and	
  
aKacks,	
  building	
  and	
  deploying	
  new	
  defenses,	
  and	
  so	
  on.	
  However,	
  this	
  focus	
  on	
  the	
  
“medium”	
  of	
  the	
  conflict	
  has	
  not	
  been	
  matched	
  by	
  a	
  similar	
  effort	
  to	
  understand	
  the	
  

underlying	
  drivers,	
  dependencies	
  and	
  moHvaHons.	
  In	
  this	
  talk,	
  I	
  will	
  argue	
  that	
  there	
  is	
  a	
  
criHcal,	
  yet	
  underserved,	
  research	
  agenda	
  focusing	
  on	
  the	
  social	
  and	
  economic	
  forces	
  
that	
  drive	
  and	
  structure	
  online	
  aKacks.	
  Using	
  the	
  sale	
  of	
  counterfeit	
  goods	
  as	
  a	
  case	
  

study,	
  I	
  will	
  show	
  that	
  the	
  empirical	
  analyses	
  of	
  these	
  factors	
  are	
  both	
  achievable	
  and	
  
essenHal	
  for	
  security	
  intervenHons	
  to	
  have	
  meaningful	
  impact.	
  Finally,	
  I’ll	
  discuss	
  the	
  

significant	
  challenges	
  in	
  conducHng	
  this	
  sort	
  of	
  research	
  (which	
  involves	
  both	
  network	
  
measurement	
  and	
  direct	
  engagement	
  with	
  criminal	
  enterprises)	
  and	
  bringing	
  the	
  results	
  

to	
  appropriate	
  stakeholders	
  

Speaker	
  
Stefan	
  Savage	
  is	
  a	
  professor	
  of	
  Computer	
  Science	
  and	
  Engineering	
  at	
  the	
  University	
  of	
  California,	
  San	
  Diego.	
  
He	
  received	
  his	
  Ph.D.	
  in	
  Computer	
  Science	
  and	
  Engineering	
  from	
  the	
  University	
  of	
  Washington	
  and	
  a	
  B.S.	
  in	
  

Applied	
  History	
  from	
  Carnegie	
  Mellon	
  University.	
  Savage’s	
  research	
  interests	
  lie	
  at	
  the	
  intersecHon	
  of	
  
distributed	
  systems,	
  networking,	
  and	
  computer	
  security,	
  with	
  a	
  current	
  focus	
  on	
  embedded	
  security	
  and	
  the	
  
economics	
  of	
  cybercrime.	
  He	
  currently	
  serves	
  as	
  director	
  of	
  UCSD's	
  Center	
  for	
  Network	
  Systems	
  (CNS)	
  and	
  as	
  

co-­‐director	
  for	
  the	
  CooperaHve	
  Center	
  for	
  Internet	
  Epidemiology	
  and	
  Defenses	
  (CCIED),	
  a	
  joint	
  effort	
  
between	
  UCSD	
  and	
  the	
  InternaHonal	
  Computer	
  Science	
  InsHtute.	
  Savage	
  is	
  a	
  fairly	
  down-­‐to-­‐earth	
  guy	
  and	
  

only	
  writes	
  about	
  himself	
  in	
  the	
  third	
  person	
  when	
  asked.	
  

About	
  the	
  WATCH	
  series:	
  
Transforming	
  today’s	
  trusted	
  but	
  untrustworthy	
  cyberinfrastructure	
  
into	
  one	
  that	
  can	
  meet	
  society’s	
  growing	
  demands	
  requires	
  both	
  
technical	
  advances	
  and	
  improved	
  understanding	
  of	
  	
  how	
  people	
  and	
  
organizaHons	
  of	
  many	
  backgrounds	
  perceive,	
  decide	
  to	
  adopt,	
  	
  and	
  	
  
actually	
  use	
  technology.	
  	
  WATCH	
  aims	
  to	
  provide	
  thought-­‐provoking	
  
talks	
  by	
  innovaHve	
  thinkers	
  with	
  ideas	
  that	
  illuminate	
  these	
  challenges	
  
and	
  provide	
  signposts	
  toward	
  soluHons.	
  	
  The	
  series	
  is	
  jointly	
  organized	
  
by	
  NSF’s	
  Computer	
  Science	
  and	
  Engineering	
  (CISE)	
  and	
  Social,	
  
Behavioral,	
  and	
  Economic	
  (SBE)	
  Directorates	
  and	
  the	
  Office	
  of	
  
Cyberinfrastructure	
  (OCI),	
  and	
  sponsored	
  by	
  the	
  CISE	
  Trustworthy	
  
CompuHng	
  Program.	
  Talks	
  will	
  be	
  recorded	
  and	
  made	
  available	
  over	
  the	
  
Internet.	
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  kmarzull@nsf.gov	
  
Website:	
  hTp://www.nsf.gov/cise/cns/watch/	
  	
  

(or	
  google	
  “NSF	
  WATCH”)	
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