Module 1: Introduction to Research Security

Welcome to the Introduction to the Research Security module! This training emphasizes that securing America’s research enterprise is at a critical juncture and is everyone’s responsibility. 
1.2 Orientation

The stories, names, characters, and scenarios portrayed in this training are fictional. No identification with actual persons (living or deceased), groups, places, or products is intended or should be inferred.
1.3 Orientation

At the end of this module, learners will be able to:

· Define research security within the context of their work and the research enterprise.

· Identify the key federal government guidance impacting research security. 

· Recognize that all stakeholders contribute to research security.

· Identify the core values of academic research and how undue foreign influence threatens the research community.
· Finally, they will recognize situations that may indicate undue foreign influence. 

Course Navigation: Click the next and previous arrows to navigate through the course.
Click the next and previous arrows to navigate through the course. Use the onscreen arrows to control the video.

Click the menu icon at the top-right to view the keyboard shortcuts or exit.
Glossary

Closed Captioning: Many presentations contain videos. To assist those with hearing issues, every video contains closed captioning.

Sounds: This lesson contains audio narration. You will need speakers or headphones to use.

Click on the “CC” button just below the video.
Navigation (Slide Layer)

1.4 Scenario Intro

[Vanessa] Hi there, I am going to take a minute to introduce myself. I am Vanessa and I’m your guide for this training. Also, I would like for you to meet two team members: Sameer and Fatima. 

Please click on their icons to learn a bit more about their background.

[Fatima] Welcome! I’m Dr. Fatima Kiani, an assistant professor. My research is in a high-interest area that could have a wide variety of applications. This means I have to be thoughtful about research security.

[Sameer] Hi. I’m Dr. Sameer Tanesha. I’m a postdoctoral researcher, and a member of Dr. Kiani’s research group. I don’t know a lot about research security, but I am hoping to understand it better. 

1.5 Meet Sameer & Fatima 
[Fatima] Hi Sameer! How’s your week going?

[Sameer] Good. But our research administrator, Emily Green, reached out about our project. She thinks there’s potential for some research security concerns. 

[Fatima] That’s interesting. I ‘ve been worried about the same thing. That’s why I’m attending a research security conference. You should come, too. 

[Sameer] Hmm, is this another cybersecurity conference? I can’t take another session about phishing.

[Fatima] It’s more than that. The conference is about safeguarding research and protecting our information and intellectual property from theft.

[Sameer] Ok. I guess research security sounds important. But I’m still confused about why someone would want to steal our research on the effects of atmospheric nitrogen on agriculture, especially since we’ll be publishing our results in the open literature anyway.

[Fatima] That’s the thing about research security. It isn’t always obvious why or how research focus areas can be vulnerable to theft.  And it isn’t just outright theft, efforts are increasing to covertly and overtly corrupt researchers. 

[Sameer] Oh, the conference has an app. I’m looking at the conference app now. And it says that research security is about the principles and actions that protect the research enterprise from misappropriation, violations of research integrity, and foreign government interference.

 [Fatima] Right, by practicing research security, we safeguard sensitive information and technological advancement. This prevents bad actors harming our own research and our economic and national security.

[Sameer] OK, so, it's about ensuring that our research findings and innovations are safe from theft or misuse. Am I right?

[Fatima] Exactly! If researchers protect their work, the U.S. will continue to inspire innovation, encourage investment in Research and Development. And maintain a culture of trust and collaboration.

[Sameer] Wow, I never realized how vital this topic is. I want to become a good researcher, and now I see the importance of knowing how to secure my research in that journey. I would love to attend this conference with you. Thanks for inviting me!  
Question: [Fatima] What are the benefits to research security? Choose all That Apply.

Correct Answer: [Fatima] Correct! Research security has many benefits including maintaining trust, protecting economic security, safeguarding data, and nurturing innovation.

Incorrect Answer: [Sameer] Incorrect. The benefits of research security are maintaining trust, protecting economic security, safeguarding data, and nurturing innovation.

At the end of this module, learners will be able to:
· Define research security within the context of their work and the research enterprise.

· Identify the key federal government guidance impacting research security. 

· Recognize that all stakeholders contribute to research security.

· Identify the core values of academic research and how undue foreign influence threatens the research community.
Finally, they will recognize situations that may indicate undue foreign influence. 

Click the next and previous arrows to navigate through the course.
Click the next and previous arrows to navigate through the course. Use the onscreen arrows to control the video.

Click the menu icon at the top-right to view the keyboard shortcuts or exit.
[Closed Captioning]  Many presentations contain videos. To assist those with hearing issues, every video contains closed captioning.

[Sounds] This lesson contains audio narration. You will need speakers or headphones to use.

Click on the “CC” button just below the video.
1.7 App Base Layer

[Vanessa] Well now we understand a little bit more about why research security is important. Before we join the conference to learn more, please take a moment to explore each section of the conference app. 

Keynote: [Vanessa] The keynote speaker is about to define research security and how it is influenced by the Federal Landscape. 

Poster: [Vanessa] In the posters you can learn more about the topics of Research Security and Research Integrity and The Core Values of Research Security. 

Meet the Panelist: [Vanessa] This section of the app provides more information about our panelists!

Panel: [Vanessa] Our panelists discuss the Roles and Responsibilities related to research security and Consequences. 

The sources and consequences section discusses what factors threaten research security and the result if research security is not maintained. 
1.8 Keynote Transition

[Vanessa] The keynote speaker is about to define research security and how it is influenced by the federal landscape. 
1.9 Keynote intro video
[Vanessa] Before the keynote starts, take just a moment to learn more about the speaker.

[Rachel] Hi, there! I’m Rachel Painter. I’m the Vice Chancellor for Research, and I’m and responsible for overseeing all the research activities. One of my office’s main responsibilities in protecting research is to set policies and procedures to prevent the misuse of research funds.

1.10 Keynote Address

[Rachel] Welcome. I’m so excited to see so many people interested in research security. I am Rachel Painter, and it’s a privilege to serve as your keynote speaker. A note before we begin, I’ve uploaded my presentation to the conference app so you can follow along, interact, and dig deeper into concepts we will be discussing. So, let’s get started by setting the stage with a short video.
1.11 Keynote Address

[Rachel] Research in the United States is remarkable, driven by a robust federal funding system, and world-class universities, and institutes. Research advances knowledge enhances medical treatments, and fuels technological progress. Our research system promotes innovation, collaboration, job creation, and economic growth.

Unfortunately, this success attracts significant attention from individuals, companies, and nations seeking to cut to the front of the line and steal our ideas, inventions, and investments. Efforts to take advantage of our culture's openness and transparency threaten to hurt our researchers' careers and significantly hinder our intellectual and financial future. We stand at a critical juncture where protecting our research has never been more crucial. 
1.12 Defining Research Security

[Rachel] So what exactly is research security? Think of it as the collective system of controls that safeguards the research enterprise against threats to national and economic security, integrity breaches, and foreign interference. In your app click the cards for more information.

Research Security Components Card: [Rachel] Research Security Components is the set of regulations, policies, and procedures that protect the research enterprise from IP theft, misuse, an unauthorized access. It also mitigates insider threats and foreign influence.

Ethical Research Practices Card: [Rachel] Ethics serve as a barrier to engaging in deceptive practices such as intentionally failing to disclose financial or other relationships, particularly those outside the country. Establishing research security measures also deters coercive infiltration methods such as seeking to influence research outcomes creating conflicts of both interest and commitment.
1.13 Everyone Is Responsible

[Rachel] Everyone of us shares responsibility for maintaining security. Our collective efforts hep you protect intellectual property and reputations. Our commitment will retain our culture of innovation, trust, and collaboration, thereby safeguarding data from undue foreign influences, and it will ensure daily good stewardship of sponsored funds. 
1.14 Federal Regulatory History

[Rachel] Next, let’s walk through the evolution of our research security support system. The United States has a long history of innovation while protecting research security. As early as WWII, through the emergence of export controls in the '70's, and the eventual creation of the Fundamental Research Exclusion in 1985, an infrastructure has been created to support the free and open exchange of ideas while facilitating global interests. Follow along on your app to learn about recent federal guidance.
1.15 Key Federal Regulations
[Rachel] Recently, four key federal guidance has been issued. 
These are:

· JASON report
· National Security Presidential Memorandum (NSPM-33)
· Chips and Science Act
· Research Security Programs Standard Requirements

Click on each guidance document for more information.

The JASON report, commissioned by the National Science Foundation, fully supports open access to fundamental research and emphasizes the value of international collaboration. It asserts research integrity requires full disclosure of all actual or potential conflicts of interest. The report recommends the NSF, and the recipient organizations investigate and adjudicate all non-compliance issues as research misconduct.
National Security Presidential Memorandum (NSPM-33) reiterates the need for federal awarding agencies to agree on disclosure obligations and it requires using Digital Persistent Identifiers (DPIs). It mandates a research security program at recipient organizations receiving more than $50 million dollars annually in federal research funding. NSPM-33 also seeks consequences for violating the requirements and provides guidance for sharing breaches among federal funding agencies.
The CHIPS and Science Act (CHIPS Act) boosts investments in research and development to bring preeminence in semiconductor manufacturing back to the U.S. It mandates the NSF establish a research security and integrity information sharing and analysis clearinghouse for all stakeholders. It also is to develop best practices and a risk assessment framework, and provide research security training as a part of Responsible Conduct of Research (RCR) training. The act pushes for prohibiting membership in any malign foreign talent program.
The National Science and Technology Council (NSTC) guidance specifies covered research organizations that have at least $50 million in “Federal science and engineering support for each of the previous two consecutive fiscal years must establish” maintain, and certify annually via SAM.gov that they have a research security program meeting the Requirements. The program must address training on foreign travel security, research security, cybersecurity, and export control.
1.16 Personal and National Benefits 

[Rachel] So, we’ve established what research security is, the regulatory landscape, and why it matters. Now we will explore the considerable personal and national benefits of establishing research security. 

Funds: [Rachel] Sponsors must have faith that funds are appropriately and judiciously employed. Collaborations can result in significant financial returns for all parties involved. It is critical that researchers disclose all financial relationships to build trust. 

Bad actors: [Rachel] Our adversaries are clever and sophisticated. The communication created through research security guidelines helps to identify threats before they are a problem. Be vigilant in vetting collaborators and in sharing information. When you do this, you benefit by maintaining your reputation and results. 

Innovation: [Rachel] You deserve to release your results in the time, format, and place of your choosing. Securing your results, innovations, and intellectual property are directly correlated with career advancement and retaining appropriate financial rewards. 

Sensitive: [Rachel] Our national security interests are advanced when we are active participants in keeping sensitive information out of the reach of our adversaries, maintaining technological advantages, and protecting lives. 

Interference: [Rachel] Interfering foreign governments engage in data theft, data corruption, honey traps, bribery, and coercion with Principal Investigators, research teams, and organizations. 

1.17 Knowledge Check 2

Question: [Rachel] How do you achieve research security? Choose all that apply.

Correct Answer: [Rachel] Great work!You achieve research security through safeguarding data, intellectual property and sensitive information; by complying with regulations and best practices; and by ensuring research is conducted consistently with the community's core values and ethics.
Incorrect Answer: [Rachel] Hmmmm. That's not the right answer.You achieve research security through safeguarding data, intellectual property and sensitive information; by complying with regulations and best practices; and by ensuring research is conducted consistently with the community's core values and ethics.

1.18 Knowledge Check 3

Question: [Rachel] Why is research security Important? Choose all That apply.
Correct Answer: [Rachel] You Got It!Research security is essential because it promotes the protection of intellectual property, protects national security, and maintains our culture of innovation.
Incorrect Answer: [Rachel] That's not correct. Research security is essential because it promotes the protection of intellectual property, protects national security, and maintains our culture of innovation.
1.19 Closing Remarks

[Rachel] Thank you for your attention on this crucial subject. I hope you’ve gained a working understanding of what research security is, why it matters, and how it is achieved. Always remember you have allies to help you navigate the complexities. When in doubt, ask for help. 
2. Poster session 

2.1 RSRI Framing Poster

[Emily] Sameer, good to see you. I'm glad you're here.

[Sameer] Thank you, I'm excited to be here. I was at the keynote just now, and I think I have a better understanding about why research security is important, but I'm having trouble understanding how research security connects with research integrity. 

[Emily] Oh, that's understandable. And it's the reason I'm here. My poster is on both research security and research integrity. Let's first start with getting a deeper understanding of research security and then moving on to talking through how research security and research integrity intersect.  Research security is not new, but it has evolved quickly over the past couple of decades. It has become much more than situational awareness of sensitive projects. Instead, all researchers and administrators should think about research security as they propose and manage projects. 

[Sameer] Do you mind talking me through your poster? 
2.2 R1

[Emily] I would love to. Let's start with research integrity. Research integrity is adhering to professional values and principles in proposing, performing, evaluating, and reporting research and development activities.  It's important to the US research ecosystem and supply chain. 

[Sameer] Oh, I've had training on research integrity before. It's about following the guidelines and regulations governing research ethics, the protection of human subjects, animal welfare, responsible publication practices, and all that stuff.   I guess research integrity can relates to data security, export controls, and protecting intellectual property. 
2.3 R2

[Emily] You are 100% right. Now, let's build on that. Research security is a similar concept. Research security is principles and actions that safeguard the research enterprise against the misappropriation of research and development.   Without it, our national security and economic security are in danger, especially from actions related to violations of research integrity and foreign government interference. 

[Sameer] Okay, so research security kind of helps make sure results are protected from unauthorized access or manipulation from other parties.

[Emily] You’re getting it! Now add to that how it is vital in establishing and maintaining trust within the research community. 

2.4 R3

[Emily] Now that you are starting to understand research security, let's spend a little more time comparing research integrity and research security. I want to start with collaboration and knowledge. Research integrity relies on trust and respect to ensure proper attribution, acknowledgement, and dissemination of findings. Research security goes a step further, establishing a way to facilitate collaboration while protecting intellectual property and sensitive data. 

[Sameer] Are you saying that both promote collaboration and responsible exchange of knowledge? 
2.5 R4

[Emily] Yes, that's right. Now let's explore how they are vital for establishing and maintaining trust and credibility in the research community. While research integrity ensures processes and results are conducted in a way consistent with the community core values, research security helps ensure the results are protected from unauthorized access or manipulation by external parties. 

[Sameer] Hold on a minute. I heard you mentioned core values. I may be a little fuzzy on those. 

[Emily] No worries, there's a poster session on those too. Just head over there when you finish here. 

2.6 R5

[Sameer] Great. I'll do that. I noticed that the next point on your poster is the protection of research assets. One thing that is important to me is making sure my research is accurate and reliable. Is that research security or research integrity? 

[Emily] That’s research integrity. Research security focuses on safeguarding data, intellectual property, and sensitive information from unauthorized access, tampering, or theft. 

[Sameer] Got it. Both have the goal of protecting our research assets. 

2.7 Compliance

[Emily] You are correct. That leads us to the last intersection between research integrity and research security, compliance. I've bet you have had training regarding both. If you have ever had training on complying with guidelines and regulations regarding research ethics, the protection of human subjects, Animal welfare, or responsible research practices, you have learned about research integrity. If you have had training on the best practices related to data security, export controls, and intellectual property, those are tied to research security. Both require the policies and community to adhere to regulations guidelines. 

[Sameer] Thank you. I have a much better understanding of research security and research integrity. I think I'll move over to the poster on Core Values and see what I can learn there. 

[Emily] You’re welcome. Feel free to ask me questions anytime. Enjoy the rest of the conference. 

3.1 Knowledge Check 4

Question: [Emily] Let’s see what you remember about research security and research integrity. Try to match the term to one of its goals. 

Correct Answer: [Emily] Nice job! Research integrity aims to promote ethical conduct and honesty. Research security aims to safeguard national research and economic security while preventing unauthorized access to data. Both contribute to the credibility and trustworthiness of research outcomes.
Incorrect Answer: [Emily] Wait! Let's talk through this. Research integrity aims to promote ethical conduct and honesty. Research security aims to safeguard national research and economic security while preventing unauthorized access to data. Both contribute to the credibility and trustworthiness of research outcomes.

4.1 Core Values of Academic Research

[Vanessa] Hi Sameer, the previous poster demonstrated that research security depends upon investigators, administrators, and institutions working with integrity. This is exemplified in three fundamental areas of research: Responsible conduct of research, rigor and reproducibility, and research ethics. The core values that support these three principles is the topic of this interactive poster. They include openness and transparency, accountability and honesty, impartiality and objectivity, respect, freedom of inquiry, reciprocity, and merit -based competition.  Look into these core values for more information.  

[Sameer] Great, I'm looking forward to learning more. 

Now test your core values IQ using the conference app. Click the next button for the first question. 

[Vanessa] Openness and transparency means making all the relevant research data available to others to reproduce, verify, and expand the science, reinforcing scientific objectivity. The U.S. research community values openness and transparency to build a better tomorrow with partners around the globe. However, this core belief leaves U.S. research vulnerable to bad actors. Research security policies and procedures need to balance a free and open exchange of science and limit that exchange in situations of national interest or fairness.

[Vanessa] Accountability and honesty play a role at several levels. Since the U.S. government funds a large portion of the research enterprise, researchers are accountable to the taxpayer and Congress. They are also responsible to their students, department or program, institution, and field of research. When investigators are dishonest in their research and not answerable to all its stakeholders, the U.S. research enterprise is at risk. Researchers must validate their work and justify their reasoning. In return for being honest, researchers gain credit for their work which builds their reputations. 

[Vanessa] Impartiality and objectivity play a significant role in research. A commitment to impartiality means scientists conduct their work without bias or preconceived notions, allowing them to approach their research objectively. When researchers succumb to personal beliefs, preferences, or external influences, it compromises the integrity and validity of their research and threatens U.S. research security.

[Vanessa] Respect is the fundamental belief in a person’s right to exist, to be heard, and to have the same opportunities as everyone else. When respect is exercised in the scientific community and within a science team, it recognizes professional and personal differences, understands their significance, and capitalizes on attributes and qualities each person brings to the workplace. 

[Vanessa] Freedom of inquiry is a core tenet of research integrity. It allows the individual scientist to decide on an appropriate line of investigation and direct or dictate the choice of a research project. Academic researchers are experts in their field, and interference from non-specialist or non-academic authorities is likely to adversely influence the outcomes, particularly from external and non-academic constraints.

[Vanessa] Reciprocity is the even exchange of ideas and knowledge. It embodies fairness and respect and demonstrates cooperation among many entities. Reciprocity also advances global problem-solving, shares financial costs and resources, and encourages peace building through government cooperation. In return for public funding, disseminating knowledge becomes a crucial responsibility of researchers.

[Vanessa] Merit-based competition is the essence of the American research enterprise. Every agency strives to review proposals fairly, competitively, transparently, and in-depth. This ensures proposal evaluations are based on the intellectual value, and not on personal relationships, improper influence, or unethical incentives. Proposals and the resulting award must be based on value to the science, the taxpayers, and to our nation’s economy and defense. 
4.2 Accountability and honesty

Question 1: [Vanessa] Which core value or values best describes scientists who partly author a publication and accept official responsibility for the overall integrity of the manuscript? 

Best Answer: [Vanessa] That is the best answer! Scientists demonstrate accountability and honesty when they accept the responsibility for the integrity of the overall manuscript of a multi-author publication.

Incorrect: [Vanessa] The best answer is accountability and honesty.  When scientists take responsibility for the integrity of the overall manuscript of a multi-author publication, they demonstrate accountability and honesty to the team’s research and publication. 
4.3 Reciprocity

Question 2: [Vanessa] Which core value or values best describes the cooperation between NASA and Russia on the International Space Station?

Best Answer: [Vanessa] That is correct! The International Space Station demonstrates reciprocity and cooperation among governments, scientists, organizations, universities, and industry. 

Incorrect: [Vanessa] The best answer is reciprocity. The International Space Station demonstrates reciprocity and cooperation among governments, scientists, organizations, universities, and industry.
4.4 Impartiality and objectivity

Question 3. [Vanessa] Which core value best describes the approach of Dr. Jonas Salk, the renowned clinical researcher who developed the polio vaccine, as he conducted rigorous and unbiased clinical trials to ensure the vaccine's safety and effectiveness for public health?

Best Answer: [Vanessa] That’s right! Dr. Salk demonstrated impartiality and objectivity by collecting data about the vaccine’s trials using quantitative analysis. 

Incorrect: [Vanessa] The best answer is impartiality and objectivity. Dr. Salk demonstrated this value by collecting data about the clinical trials for the vaccine using quantitative analysis.
4.5 Openness and Transparency

Question 4. [Vanessa] Which core value or values best describes Alexander Fleming's disclosure of penicillin without patenting? 

Best Answer: [Vanessa] You got it! Openness and transparency is the best answer. Alexander Fleming demonstrated openness and transparency when he allowed the world to produce penicillin without any remuneration to him.

Incorrect: [Vanessa] Alexander Fleming probably exhibited this core value however, the example best describes openness and transparency. He demonstrated this core value when he allowed the world to produce penicillin without any remuneration to him. 
4.6 Respect

Question 5.  [Vanessa] What core value is exemplified when a researcher acknowledges a funding source in a published research paper as a sign of recognition and appreciation for their support?
Best Answer: [Vanessa] Correct Answer: Nice work! A researcher exemplifies respect when acknowledging a funding source in a published research paper as a sign of recognition and appreciation for their support.
Incorrect: [Vanessa] Wrong answer: The best answer is respect. A researcher exemplifies respect when acknowledging a funding source in a published research paper as a sign of recognition and appreciation for their support.

4.7 Merit based

Question 6: [Vanessa] Which core value underscores the importance of evaluating and awarding research opportunities, grants, and positions based on the quality of the proposed work and the qualifications of the applicants, rather than favoritism or bias?
Best Answer: [Vanessa] Correct Answer: Yes, merit underscores the importance of evaluating and awarding research opportunities, grants, and positions based on the quality of the proposed work and the qualifications of the applicants, rather than favoritism or bias.
Incorrect: [Vanessa] Wrong Answer: The best answer is merit. It is the value that underscores the importance of evaluating and awarding research opportunities, grants, and positions based on the quality of the proposed work and the qualifications of the applicants, rather than favoritism or bias.
4.8 Freedom of inquiry

Question 7: [Vanessa] Which core value or values best describes Charles Darwin’s pursuit of the theory of evolution in light of prevailing creationist beliefs?

Best Answer: [Vanessa] That is the best answer! Darwin’s ability to study a new theory of biology is an example of freedom of inquiry.

Incorrect: [Vanessa] The best answer is freedom of inquiry. Darwin’s ability to study a new theory of biology is an example of freedom of inquiry.
5.2 At conference

[Vanessa] The research enterprise relies on a complex system of roles and responsibilities for individuals and institutions.

In this session we examine the four key stakeholder groups-researchers, research administrators, institutional leaders, and federal government officials. Each role plays a critical part in understanding, explaining, implementing, and monitoring research security. 

I will be asking questions to representatives of each of these roles during our panel discussion.  
5.3 Opening panel scene

[Vanessa] A big welcome to our panel and audience. We are happy you are all here. Let’s get started by having our panel members introduce themselves. Let’s start with Dr. Kimura.

[Sado] Hi. My name is Dr. Sado Kimura. I’m participating today to share my many successful experiences with international research collaborations. My remarks will be most valuable to PIs, co-Investigators, research specialists, research assistants, post-docs, and graduate students.

[Emily] I’m Emily Green. I have been a sponsored projects research administrator in a central and a departmental office for many years now. My perspectives will be most helpful for people who work in my roles as well as research and regulatory coordinators, research security specialists, and Research AVPs.

[Rachel] I’m Rachel Painter and I sit on the sponsored research leadership team at a university. My comments will apply to other leaders in academia, research institutes, hospitals, non-profit entities, and public and private for-profit companies. 

[Karl] I’m Karl Johnson. While I work as a Program Officer with a federal funding agency, the larger federal role within research security includes:  the legislature, funding agencies, department of justice and judiciary.
5.4 primary 1

Q1: [Vanessa] I know you all wear many hats. Can you discuss how research security is most important to your work? Let’s start with Dr. Kimura because, in many ways, research security begins and ends with the role of a researcher. 

[Sado] No pressure, right? I think one key responsibility of a PI is to decide whether to collaborate and with whom. PIs must evaluate the upsides and the risks of partnering with other scientists. We have to assess the collaborator’s expertise and interest in the project goals. Yet, we also must consider the scientist’s integrity and motivation. 

Q2: [Vanessa] What kind of questions do you ask yourself to decide if the researcher will be the right match?

[Sado] I ask questions like; Are they a good fit for the project and will they work well with others? Will they be good stewards of American taxpayer money? Will they appropriately share data and give due credit for the research results? And will they respect and protect the IP generated by the research? I ask these questions whether the collaborator is in the U.S. or an international investigator. 

Q3: [Vanessa] Thanks, Dr. Kimura. Miss Green, how about your role? What do you do?
[Emily] My primary responsibility as a research administrator is to help the researcher navigate the legal, regulatory, ethical, and logistical dimensions of sponsored projects. This includes monitoring and maintaining consistent compliance with research security requirements. Applying the regulations, policies, and procedures isn't just a task-it's the cornerstone of my role. 

Q4: [Vanessa] What do you do if you don’t know the answer to a question?

[Emily] While I provide direct support to the research team, there are other central research administrators that help solve complex challenges. We all work together to prevent problems from even occurring. When questions arise about dual use technology, export controls, IP, or other things not in my scope of responsibility, I connect the PI to the correct person to make sure they get the answers they need.

Q5: [Vanessa] Dr. Painter, how would you describe your primary duty regarding research security?

[Rachel] While research administrators, like Emily, are focused on daily compliance, senior officials, like me, are responsible for creating research security awareness and a culture of compliance. We work towards establishing clear and comprehensive policies and procedures, reviewing and reconciling potential issues, and taking a lead role in working with federal agencies. 

Q6: [Vanessa] Tell us more about the requirements of a comprehensive security program.

[Rachel] Recent federal government guidance calls on us to develop an institutional research security program. It must encompass elements of cyber security, foreign travel security, insider threat awareness, and export control training. We must also establish a point of contact, such as a Research Security Officer, who manages an integrated research security program, providing crucial reporting mechanisms. As Emily mentioned earlier, we are a primary resource to which our research teams and administrators can turn to get answers to questions.

Q7: [Vanessa] Karl, would you like to share some federal perspectives with us? 

[Karl] Sure, the primary responsibility of the federal government in research security involves creating administrative policies and laws and ensuring they are properly implemented and complied with. This includes harmonizing policies and regulations across agencies so the added workload on researchers is reasonable. The CHIPS and Science Act of 2022 is a good example. Keep in mind that federal funding agencies enforce their own as well as broader federal policies, the enforcement of formal laws is the purview of the FBI. 
Q8: [Vanessa] How do funding agencies like yours fit into the picture? 

[Karl] Federal funding agencies assume a crucial role in safeguarding research by evaluating disclosures, setting guidelines, and monitoring compliance with established security protocols. Program officers are a bridge between researchers and the variety of U.S. Government stakeholders to serve as good stewards of taxpayer funds. Together, these components collaborate to establish a robust framework that upholds the integrity, confidentiality, and security of research, safeguarding the nation's intellectual and technological assets.
5.5 levels

Q: [Vanessa] Dr. Kimura, let’s say your international collaboration wins an award. How do you go about determining the level of confidentiality and data security necessary for your project?

[Sado] My team as well as our collaborators begin this process during the proposal stage. Depending upon the project, we might analyze scenarios involving public data, classified information, or commercially sensitive data. This review guides our physical and cyber security implementation strategies. We leverage our research administration leadership, both at the department and central levels, for guidance on ambiguous or complex concerns. 

Q: [Vanessa] Interesting, Dr. Painter, what kind of support does the institution provide ?

[Rachel] We implement baseline protocols for information systems used to store, transmit, and conduct federally funded R&D. We also serve as a support system through training initiatives, consultation services, and liaising with research partners and federal sponsors and agencies. We also train our researchers to make sure everyone understands institutional practices and policies.

Q: [Vanessa] Emily, what kind of demands do research security protocols place on you?

[Emily] With an evolving threat, we must stay current on the topic of research security. We develop best practices, modify longstanding methods, and advance the institution's research security program through continuous evaluation and improvement. We make sure investigators are ahead of deadlines and provide operational support coordinating things like travel and securing data. Similarly, institutions are tasked with developing and maintaining a public-facing website detailing our security program’s elements.

Q: [Vanessa] How do federal agencies fit into this process? 

[Karl] Federal funding agencies are at the front line. We issue guidance and policy statements, and develop training programs like this one. Once a project begins, we monitor progress, audit performance, and provide guidance on intellectual, financial, and regulatory considerations. In particular, we scrutinize for areas of non-compliance. And in rare cases of malfeasance or gross negligence, we will revoke funding, issue penalties, and support law enforcement investigations. 
5.6 disclosure

Q1: [Vanessa] Dr. Painter, could you tell us about an institutional disclosure policy.

[Rachel] Yes, all institutions receiving over $50 million per year in Federal research and development funds must have an institutional disclosure policy to ensure transparency, manage conflicts of interest and commitment, and manage potential risks among researchers and their outside affiliations. 

[Sado] Excuse me Vanessa if I could just chime in here? Researchers have always been required to disclose potential conflicts of interest. But the stakes are higher today and the risks continually evolve, so PIs need to persistently divulge relationships, investments, employment, and consultancies that may impact research security. 

Q2: [Vanessa] How do research administrators support PIs in making sure all potential conflicts are properly disclosed?

[Emily] First, we appreciate the effort of federal agencies in harmonizing their requirements. This helps research admins assist investigators in applying the disclosure requirements. And if I can’t help, I find the person at our institution who can. 

Q3: [Vanessa] So you’re saying that the disclosure requirements may differ between sponsors.

[Emily] Yes, that is correct. Research administrators need to stay on top of variations and nuances with sponsor requirements and policies. 

Q4: [Vanessa] Karl, do you have any insights on why sponsor requirements vary?

[Karl] Like Emily said, federal funding agencies are working hard to standardize requirements. There is a fundamental baseline all agencies agree to. However, necessary exceptions exist given differing agency structures and missions. For example, some agencies have unique challenges, like working with advanced weaponry, technical innovations, international collaborations, and special funding vehicles that may require additional levels of disclosure and risk mitigation. As mentioned earlier, double-checking requirements for each agency and funding mechanism is a best practice. 

5.7 International

Q1: [Vanessa] Another area being flagged is international travel. Karl, can you summarize why this is a research security concern?

[Karl] Research often involves sensitive information, technologies, or data with national security implications. When researchers travel abroad, there is a risk that they may inadvertently share or expose sensitive information to individuals or organizations who have malicious intent. We’ve seen this happen on projects I’ve managed. Foreign travel may be the largest security vulnerability a PI will encounter. 

[Vanessa] Dr. Kimura, Ms. Green, and Dr. Painter, what does this policy look like for you?

[Sado] Before I travel abroad, I thoroughly assess the risks in securing my research with the help of research administrators and cyber security experts. We focus on mitigating the risks of data theft. I identify information that cannot be stored on my laptop, phone, or other device. I also avoid discussing sensitive research areas, ideas, and results with all but my most trusted partners while overseas.  

[Emily] My duties are very specific. I help the researchers book trips, identify and mitigate travel security risks, assist with cyber security measures, and direct investigators on how to get loaner electronic devices. 

[Rachel] Our administration actively supports research personnel in foreign travel, by establishing, managing, and maintaining international travel policies. This includes prior disclosure and authorization methods, recordkeeping, and security support for the traveler. Both the researcher and the research administrator help implement this policy.
5.8 IP

Q:1[ Vanessa] Dr. Kimura, what do you do when you realize your research might yield valuable intellectual property?

[Sado] My first step is to contact my institution’s technology transfer professionals to evaluate anticipated products from the research. They also will consider establishing legal protections through patents and confidentiality arrangements. Negotiating IP compensation is another service they offer. Professionals like Emily help me gather relevant information, understand procedures, and assist with process management. 

[Emily] Yes, and don’t discount the processes and protections Sado mentions. A life’s work and significant financial benefits can be swept away by a single mistake. There are numerous examples of novel, valuable research results being stolen by an inside actor or loosely secured data. Stolen inventions are launched by a foreign company, and it is very difficult to prove IP infringement. 

[Karl] I couldn’t agree more, the stakes are high and the sophistication level of our adversaries constantly expands. The estimated losses to our researchers and economy approach $600 billion annually.

[Rachel] Institutions like mine are continually designing specific training on export controls and licensing, while also providing substantive commercialization and tech transfer support. Our goal is to facilitate innovation and mitigate infringement risks. 
5.9 SECURITY

Q1: [Vanessa] We’ve covered a lot of ground in this discussion. It is evident prevention is the best course of action. However, it is inevitable that security breaches do happen. Could each of you provide your perspective on dealing with breaches?
[Rachel] When suspected security breaches occur, we engage with the PIs, sponsors, and federal government to disclose and resolve inquiries and cases, ensuring a collaborative and transparent approach in all interactions. Usually someone in Karl’s role is our first point of contact and support in issue mapping and resolution. 

[Karl] That’s right Dr. Painter, and to clarify, a security breach includes things like data theft, sharing confidential proposals or protected results, or granting access to shared drives and cloud services without their organization’s awareness or approval. Beware, researchers and the research team are vulnerable to unintentionally sharing or transporting restricted technology or biologics without authorization, not realizing the risks. 

[Vanessa] Research administrators assist institutional officials and sponsors if a PI needs to reconcile a research security issue. Do administrators also have the responsibility of identifying possible security breaches?

[Emily] Yes. Once we become aware of a potential problem, we must notify the appropriate institutional officials. Like Rachel mentioned, I work closely with the PI, institutional officials, and the sponsor to diligently investigate the issue. I’d like to emphasize the importance of transparency and timeliness. With honest and open disclosures, we learn about possible breaches sooner, making it easier for us to support the team in coming to a positive resolution.
[Vanessa] Thank you all your insight was invaluable today. Your efforts support better science and create a culture of research security that encourages collaboration of international activities and education. We appreciate your efforts.
6.1 Knowledge Check 5

Question: [Michelle] Let's see what you have learned. What is the correct response to the following scenario? A researcher at an institution is collaborating with a peer from another country. What should the researcher do? Choose all that apply.
Correct Answer: [Michelle] You're Right. The researcher should establish a clear collaboration agreement and disclose the relationship that they have with the peer from Another Country.
Incorrect Answer: [Michelle] Not exactly. In this case, the researcher should establish a clear collaboration agreement and disclose the relationship that they have with the peer from Another Country.
6.2 Knowledge Check 6
Question: [Vanessa] Okay. Let's see what you Have learned. Try to match a person's role to the person's primary responsibility.
Correct Answer: [Vanessa]Very nice! Researchers implement the appropriate level of data security. Research administrators identify possible security breaches. Institutions make sure that all research personnel and senior leaders have training in cyber security, foreign travel security, insider threat awareness and identification, and export control training.
Incorrect Answer: [Vanessa]That's not correct implement the appropriate level of data security. Research administrators identify possible security breaches. Institutions make sure that all research personnel and senior leaders have training in cyber security, foreign travel security, insider threat awareness and identification, and export control training.
7.2 SC _ Intro

Introduction: [Vanessa] Hello, again, everyone. We are going to wrap up the conference  by welcoming back Dr. Rachel Painter and Karl Johnson for a question and answer session on the sources and consequences of research security violations. Rachel and Karl thank you for lending us your expertise.


[Karl] It’s my pleasure! I believe it's crucial that we address these issues to better safeguard American science and national interests. As we’ve discussed throughout this conference, various entities, that are often connected to foreign governments pose a threat to our research environment. It’s important to be able to guard against them.
[Rachel] Oh, I agree! While these various entities aren’t a new concern, the prevalence and sophistication of research security breaches have been increasing. It’s important that everyone has a clear understanding of the sources of these threats and the resulting consequences.
All right then. Let’s get started. 
Participants can use the app to get the answers to your questions regarding the sources and consequences of undue influence!
Q1: [Vanessa] Are threats to research security a problem for all researchers?
[Karl] Yes, but I get why researchers think otherwise. These researchers are modest, want to do the right thing, and most don’t consider themselves potential targets. I would say in return, because of their academic achievement, potential, and prominence, they may be targeted for exploitation. Research security puts a protective shield around the researcher and their research to prevent someone from falling out of compliance and being exploited. 
[Rachel] You know, Karl, you are so right.These threats can manifest in ways that may not immediately raise suspicion. It's imperative that we distinguish between bona fide foreign cooperation and undue foreign influence. Hostile foreign actors and governments employ a range of tactics to compromise researchers and research institutions. 

Q2: [Vanessa] How can a researcher spot sources of malign foreign influence?
[Karl] Let me think. One avenue is the improper payment of U.S. researchers, often under the table, for access to valuable resources. Federal agencies and law enforcement have identified several red flags indicating undue foreign influence, including employment by a foreign entity, foreign funding of similar research, and provision of free or subsidized labor.
[Rachel] Can I add something? I’d like to note that talent programs, equity interests in closely held research companies, and non-disclosure agreements can also serve as indicators. 
[Karl] Yes, those are good points. In fact, I’m glad you mentioned foreign talent programs. Academic talent programs (many advanced countries have these), are very prestigious, but some have historically been used to compromise and corrupt the responsible international collaborations.
Q3: [Vanessa] What are some warning signs related to talent programs? 
[Karl] Here are some things researchers should look out for. Are the researchers being asked to provide information to the program that the program otherwise would not have access to, and are they offering the researcher benefits in exchange for that information. Sometimes it isn’t a benefit, but rather a threat of harm that will be removed if the researcher cooperates. We know some researchers’ families have been threatened in their home country if they don’t provide the requested information, access, or materials. 
[Rachel] We have many sponsors and strategic partnerships. It creates a lot of potential sources to protect against and distinct rules to follow. The Research community must be aware of how each sponsor defines undue foreign influence and the requirements for compliance.
[Karl] Rachel, you're absolutely right. It's important to note that undue foreign influence often involves financial assistance that circumvents detection. This may take direct or indirect routes, such as payments to research facilities with equity interests held by principal researchers.
[Rachel] You know, what sets legitimate cooperation apart is the transparency and adherence to federal assistance rules. When a foreign entity legitimately participates in research, it's done through public contracts with pre-approval from the granting agency.
[Karl] on the flip side, hostile foreign elements aim to exploit scientific research for their own gain, often seeking access to confidential technology with national security applications. They employ subtle means, including prohibited information exchanges, to insinuate themselves with U.S. scientists and organizations.
Q4: [Vanessa:] What are some legal consequences of foreign influence?
[Karl] Well, the consequences can certainly extend beyond grant compliance. Researchers and institutions could face criminal charges, including making false statements and tax evasion.
[Rachel] And, don't forget that debarment is another possible consequence. Debarment disqualifies individuals or institutions from government grants and contracts. It's a measure used against fraudulent or systematic compliance failures.
[Karl] Under new research security program requirements, institutions are now tasked with conducting due diligence on researchers who receive federal funding. Failing to do so could result in significant criminal and civil liabilities.
[Rachel] Yes, it's crucial that we remain vigilant in identifying and addressing sources of research security risks. By understanding the indicators of undue foreign influence and the legal ramifications of non-compliance, we can better protect the integrity of American science and the interests of the United States.
Q5: [Vanessa] What are the general consequences of a lack of research security to the country or society?
[Karl] One consequence is this issue has cast a shadow over international collaborations and created doubt. It makes collaborations less efficient and more difficult. It also causes governments who fund international research collaborations to become hyper concerned about the stewardship of those funds.
[Rachel] That explains the emergence of regulations and requirements on research security. 
[Karl] Yes, the new requirements are designed to harden the research community to external pressures. The vast majority of people want to do the right thing, but they don’t always know what wrong looks like.
7.3 Disclosure conclusion

[Vanessa] Thank you, both, for helping to answer these questions. Karl, any final thoughts?
[Karl] I only want to stress that, in order to build a knowledge base on your disclosure and compliance responsibilities, researchers need to work with their administrative partners at their institutions and with sponsors. This will reduce their administrative burden and improve their compliance.
7.4 Knowledge Check 7

Question: [Emil] Try this to see what you've learned. What are some potential sources of maligned foreign influence that researchers should be cautious about? Choose all that apply.
Correct Answer: [Emil] Correct!Researchers should be cautious about offers of career advancement and future funding, as well as sharing research findings openly with international collaborators
Incorrect Answer: [Emil] That's incorrect. Researchers should be cautious about offers of career advancement and future funding, as well as sharing research findings openly with international collaborators.
7.5 Knowledge Check 8

Question: [Karl] Let’s see what you have learned. What are some of the consequences that researchers and institutions may face due to undue foreign influence and research security breaches? Choose all that apply. 

Correct Answer: [Karl] You got it. Some of the consequences are debarment from government grants and contracts, criminal charges, and creating doubt and a pernicious shadow over international collaborations. 

Incorrect Answer: [Karl] No, lets think this through. Some consequences are debarment from government grants and contracts, criminal charges, and creating doubt and a pernicious shadow over international collaboration. 
7.6 Conclusion

[Fatima] Samir, what a conference! I can't believe how much I've learned about research security.
[Sameer] Absolutely, Fatima. The sessions were packed with valuable information. I think one of the key takeaways for me was understanding why research security matters.
[Fatima] Yes, that's a crucial point. What resonated with you?
[Sameer] I guess how research security protects the integrity of our work. It ensures that our research is not compromised or stolen by malicious actors. I mean, without it, all our hard work could go to waste.

[Fatima] True. And it's not just about protecting our research. It's also about safeguarding sensitive data, like participant information or proprietary data, from being exposed or misused.
[Sameer] Exactly. And speaking of protection, understanding our roles and responsibilities within the community is vital. The conference emphasized that we need a collective effort to ensure research security.
[Fatima] I learned that too. Each one of us plays a part in this. From researchers and post-docs like us to administrators, professors, and even IT and security personnel. It's about creating a culture of security within our institutions.
[Samir] And let's not forget the consequences of research security breaches. 
[Fatima] Oh, it's terrifying to think about the damage that can be done – not just to our careers –  but to the reputation of our organization and the trust of the public.
[Sameer] Well, the financial consequences can be devastating too. Legal action, fines, and the cost of mitigating a breach can be enormous.
[Fatima] So, all in all, this conference has given us a deeper understanding of the sources and consequences of research security breaches.
[Sameeer] Absolutely. It's made me realize that we need to be proactive in protecting our research, and that starts with implementing what we've learned here.
[Fatima] Agreed. Let's take this knowledge back to our lab and share it with our colleagues. It's our responsibility to make sure our research is safe and secure.
[Sameer] Sounds good. With the right awareness and actions, we can contribute to a safer and more secure research environment for everyone.
