Manage and Mitigate Risk

1.2 Choose Your Role

What role do you plan research security within your organization?

Choose the one that best describes your role within your organization.

Choose wisely as the path will change based on your.
1.4 Introduction: Animation

International collaboration is an important part of what drives US research and development.

Open and mutually beneficial partnerships between US researchers and their international counterparts enable breakthrough innovations and significantly contribute to US economic growth.

Our goal is to help you be aware of and understand how to manage the potential risks of international collaborations.

This will help you safeguard research.

Hi, my name is Vanessa and I'll be your guide through this training.

In this module we will present a series of increasingly complex scholarly exchanges, many of which we hope you will be fortunate to experience throughout your research career. We'll identify where potential risks lie. What questions you should ask yourself and ways you can reduce these risks.

Let’s begin with giving a talk internationally.

3.1 Scenario 1: Giving a Talk Internationally

Giving a talk internationally, select begin to access the scenario.
3.2 Scenario 1 Introduction

Doctor Fatima Kiani is a talented early career investigator.

She recently published an article that has attracted attention in her field.

Fatima received an email inviting her to present her work at an upcoming international symposium being hosted in another country.

This is the first time she's been formally invited to give a talk and she's excited to share her most recent findings with overseas colleagues.

Fatima knows she needs to prepare her slides and presentation materials.

What else should she think about before traveling abroad and sharing her research results with the international community?

Select next to learn more about potential risks and how to manage them.
3.3 Scenario 1 Possible Risks

Select each button to learn about the potential risks of giving a talk internationally.

After you review all potential risks select next to continue.
Traveling without required sponsor approval. Your sponsor and agency may require prior approval before you travel abroad. To be sure to read the terms of your awards to find out if there are any applicable travel preapprovals or restrictions.
Theft of data. You may not think your data are particularly vulnerable, but other people or

organizations might not agree - and try to steal it. Make sure you take security precautions appropriate for your destination and type of data. You should assume that any of your devices may be accessed by others without your permission while traveling.
Sharing restricted information. Sponsors may restrict distribution of some research information. Again, the terms and conditions of your word will identify any restrictions on information sharing that may affect your ability to freely share your research data with others. If you're working on research where there are restrictions, make sure you don't share the data with others until you obtain permission from your sponsor.
Sharing restricted information. Sponsors may restrict distribution of some research information. Again, the terms and conditions of your word will identify any restrictions on information sharing that may affect your ability to freely share your research data with others. If you're working on research where there are restrictions, make sure.

you don't share the data with others until you obtain permission from your sponsor.
Threats to personal safety. Beyond these research specific risks it is unfortunate but true that international travel, depending upon where you are traveling,may involve infrequent but real threats to personal safety.

4.2 Scenario 2 Introduction

Sharing data or materials, select begin to access the scenario.
4.3 Scenario 2 Possible Risks

Fatima's presentation was a success. One of the attendees approaches her to ask if she would share her data set and materials so they can evaluate the potential for a future collaboration.
Fatima is flattered, she's excited about collaboration opportunities since this could show that she's establishing a truly independent career.

However, she suspects there could be risks associated with sharing data or materials and asks her mentor, a more experienced PI for advice.

They happily point Fatima to institutional contacts and resources that help her identify and mitigate any associated risks.

Select next to learn more about potential risks and how to manage them.

Failure to protect intellectual property and other protected information. You want to protect your intellectual property. If you data or materials before your institution has data use or material transfer agreements in place, you risk losing potentially valuable patent protections. You should also only share data consistent with your data management plan. If you have data about human research participants, any data sharing must be consistent with participants consent.
Ignoring shipping related safety regulations and record keeping requirements. The risks you face when sharing data or materials vary. Some risks such as those associated with shipping materials are not unique to the research environment. For example, if you are shipping something perishable, it may require dry ice. Are you shipping biological substances, chemicals, or radioactive materials? They may require special packaging, marking and labeling. Are you shipping by air? There may be limits on the weight of material shipped.

Violating US export control laws and regulations. Other risks are more applicable to the research environment, though not exclusively so. About ninety five percent of all items exported from the United States do not require an export license. However, it is still important to know what you are sending and whether it requires an export license to the country you wish to send it to. If your work has dual commercial and military or proliferation applications, the US government may require an export license before you send anything, including data to researchers in another country. Don't forget that sharing data electronically can also be considered an export.

Ignoring the destination country's import laws and regulations. Depending on what you are sending, particularly if you are shipping plants, animals, or microbes the country you were sending the materials to, may require an import permit. Their import rules can be different than US import rules.
Providing resources to a bad actor. There is a small but real risk that you could be sharing data or materials with an individual or institution identified by the US government as a bad actor.

Do you know who your international partner is? What do you know about both the person making the request and the institution they're associated with? Are they engaged in an area of research that may be sensitive? How would you know? The United States government maintains a list of individuals and institutions you are prohibited from doing business with including sharing data or materials with unless the government gives you permission. It is important to request that your institutions screen your collaborator against US restricted and prohibited party lists before you send them anything.
5.1 Scenario 3: Collaborating on a Research Project

Collaborating on a research project. Select begin to access the scenario. Fatima's new colleague found a new avenue of research related to Fatima's data and materials. They contact her to discuss a collaborative international research project between the two labs. Fatima is thrilled over the prospect of this new collaboration. If successful, their research could be groundbreaking. Luckily Fatima and her colleagues were successful in getting resources to allow the team to take their work to a new level. What potential risks do they need to consider as they kick off the collaboration?
Select next to learn more about potential risks and how to manage them.

5.3 Scenario 3 Possible Risks

Improper authorship attribution and other collaboration risks.
Research fields have different norms and traditions, particularly around attribution of authorship on publications, researchers in the same field but in different countries can have different norms and traditions. Without laying the groundwork for a common understanding of how your specific collaboration will work, different unexpressed assumptions can lead to conflict.
Conflicting national research integrity rules.

You and your partners may be operating under different or even conflicting research integrity rules and expectations. Any differences need to be identified early in strategies developed to comply with them so that no participants run the risk of violating their national rules and requirements for research integrity.
Violating the terms of sponsored research agreements.

You could violate the terms of sponsored research agreements if you fail to disclose the foreign collaboration to your sponsor or obtain prior approval if needed. At the extreme these failures could require the return of funds or bar you from obtaining research funds from the US government.
Reputational risks. 

Individuals or institutions could suffer reputational damage if undisclosed engagements are discovered.

The US research enterprise depends upon the public trust and negative publicity surrounding the inability to properly secure US government funded research or improper use of funds potentially violates that trust.

6.1 Scenario 4: Hosting International Students or Scholars

Hosting international students or scholars. Select begin to access the scenario.

6.2 Scenario 4 Introduction

Fatima and her colleagues are up and running. The team is producing interesting results, but they realize a particularly challenging set of experiments is required if they have any chance to publish in their field's top journal.

One of our collaborator students is incredibly skilled in one aspect of the experiment, but only Fatima has the instrumentation they need for the analysis.

So, everyone agrees they'll get better results faster if Fatima's collaborator sends his student to work in Fatima's lab for six months, maybe a year depending on how the work progresses. 

Select next to learn about potential risks and how to manage them.

6.3 Scenario 4 Possible Risks

New members of the collaboration could be bad actors.

Are there new members of the team for whom you may not have requested screening for presence on US restricted lists? If so, additional screenings should be conducted before moving forward.

Visitors could encounter delays if visas are not applied for in a timely manner.

New issues arise when international collaborators visit your lab. You will need to connect with the appropriate campus office to ensure they have the information they need to secure a visa. Ensure experiments are planned so that the visiting student can complete them before their visa expires.
The host lab's intellectual property could be stolen or diverted.

Protect all data and intellectual property in your lab, not just the data and IP for the joint collaborative project. Fatima must protect information and data for other projects and ensure that her students and lab members are educated on how to maintain security of the projects they are working on. Particularly if they are sharing space or working with the visiting.

Visitors couldn't appropriately access restricted technology equipment or information.

If you're working with restricted technology equipment or information in your lab or elsewhere on campus, do you have adequate security protections in place?

The visiting student should only have access to information related to and needed for the completion of the collaboration.

6.4 Scenario 4 Mitigation Strategies Animation

The student Fatima will be hosting joined her collaborators lab after the project began.

So as a routine security practice, Fatima provided her institution the necessary information for screening.

Review sponsored research agreements for terms related to hosting visitors and obtain necessary approvals before commitments to host the student or made if the visitor will access projects other than the current collaboration. 

Fatima needs to make sure she understands the visa requirements for the student she will host. She will need to work with her institution to issue the visiting student the formal letter of invitation they will use to secure a visa. Fatima will also need to ensure that the experiments are planned so that the visiting student can complete them before their visa expires.
To ensure Fatima is aware of signs of potential loss, theft or diversion of intellectual property, she should consult with her institution regarding potential insider threat risks.
7.1 Scenario 5: Accepting an Overseas Appointment 

Excepting an overseas appointment. Select begin to access the scenario.

7.2 Scenario 5 Introduction

Fatima and her colleagues have trained a new generation of interdisciplinary graduate students and postdocs. Their publications in high impact journals are being cited by their peers. The scientific community is taking notice of their work. This collaboration has become more successful than Fatima could have imagined when she was invited to speak at that symposium as an early career investigator.

One of her collaborators approaches her with an offer of a joint appointment at their institution. This will allow Fatima to set up a lab there, advise graduate students and postdocs and submit proposals directly to research agencies in that country. While the prospects of academic appointments in two countries at the same time is daunting, Fatima recognizes this is a rare opportunity. Fatima wants to make sure that she does not jeopardize her current academic appointment or her funding from US government agency grants. She schedules time to meet with Emily Green to discuss what she needs to think about in making her decision.

Select next to learn more about potential risks and how to manage them.

7.3 Scenario 5 Possible Risks

Participating in a foreign talent recruitment program. Any risks associated with an overseas appointment need to be assessed and managed. A primary consideration is ensuring that the opportunity is not a malign talent recruitment program, which would prohibit you from receiving US federal research funding.

Many countries, or entities within countries, sponsor talent recruitment programs for legitimate purposes. To attract scientific talent, they offer financial incentives with a potential to relocate. Unfortunately, some programs encourage or even require unethical and criminal behaviors. You must fully understand the terms of any overseas appointment before you agree to them.

For example, does the employment contract include requirements for publication in top tier journals or require that you list both the international and US affiliation on all the publications?
Does it offer compensation for the establishment of a lab or company to accept a faculty position, or undertake any other employment or appointment that duplicates activities the US is funding in your home lab?

Does the agreement require a greater commitment of effort than you have percent effort available in the US? Or, does it require secrecy about the existence of the recruitment program contract?

A program is considered a maligned foreign talent recruitment program when these and other concerning features are present, and the foreign talent recruitment program is sponsored by a country of concern (currently China, Russia, Iran, and North Korea).

Your institution may be able to assist you in determining whether your offer is coming from such a program or whether the terms the agreement violate integrity principles, other US laws regulations or terms of award.
Violating integrity principles, US laws, or regulations.
As Fatima reads through the terms of the agreement, she is unsure about some of the clauses. She seeks advice from her institution on whether the terms of the agreement constitute a malign program and violate integrity principles, other US laws, or regulations and what approvals might be needed to engage in the activity.

Violating your institution's policies. Other risks include conflict with employment policies of your home institution, especially any policies about conflicts of commitment. Make sure that accepting that offer is consistent with all policies of your home institution.

Violating terms of federal sponsor requirements, you should also review the terms of all active sponsor projects particularly those from federal agencies to make sure, there are no limitations on a secondary or overseas appointment.

Committing to more research effort than there is time available or committing to do the same work for multiple sponsors. Conflicts can arise if the new appointment over commits your effort compared to effort already committed on current sponsored projects.

7.4 Scenario 5: Mitigation Strategies Animation

If you are offered the opportunity of a joint appointment, congratulations, first make sure that accepting that offer doesn't violate institutional and sponsor policies. Especially policies on conflict of commitment before you sign the agreement.

Make sure you request and have reviewed a certified translation of the document before signing. If the agreement is subject to laws of another country do you understand those requirements and have the ability to comply?

Ensure that an appointment does not overcommit your effort based on your effort on current sponsored projects. Report all foreign income to the IRS. And finally if you are entering into any agreement in your personal capacity, rather than as an employee or faculty member of your current institution, have your own lawyer review all

documents to ensure compliance with your current employment agreements and with US laws and regulations.

8.1 Scenario 6: Accepting an Institutional Considerations

Violating your institution's policies. Other risks include conflict with employment policies of your home institution, especially any policies about conflicts of commitment. Make sure that accepting that offer is consistent with all policies of your home institution.
8.2 Scenario 6 Introduction

Fatima consulted with her institution several times as she navigated a path of successful

international engagement and collaboration. The administrators at her institution need to consider not only Fatima's specific project. They also need to consider how to manage international activities broadly in a way that supports collaboration while at the same time protecting the institution.
8.3 Scenario 6 Possible Risks

Select each tab to learn more about institutional considerations for international engagement and collaboration.

After you review all considerations select next to continue.
Compliance with regulatory requirements. 
Administrators need to be aware of any changes to laws, guidance and regulations that will impact the research environment.

Compliance with agency specific requirements.
Most US government agencies funding research have similar disclosure requirements.

The institution plays an important role in ensuring that researchers understand their individual obligations related to disclosure as well as in monitoring the accuracy of the disclosures. They must ensure that researchers have available effort to complete the funded projects and that funding from disclosed foreign sources including gifts.

Grants and contracts are appropriately managed and tracked to meet federal reporting requirements.
Protection of institutional resources. 
Administrators also have obligations to protect institutional resources. 
This includes ensuring that researchers promptly disclose new inventions to the institution prior to publication. It includes that researchers share research data responsibly with special attention to data that is sensitive such as personal information and health data that may be subject to export controls or other dissemination limitations. An institution may be subject to fines, suspension, or debarment as a result of violation of regulatory requirements as well as return of funds to federal sponsors if disclosure and activities are not managed appropriately.
Reputational risk. 

Importantly administrators need to be mindful of reputational risk to the institution. Unfortunately, when research security issues relating to an individual faculty member are reported in the press, the public is more likely to remember the name of the institution rather than the faculty member.

8.4 Conclusions and Additional Resources

Fatima and her institution now understand and have the skills too.

· Identify types of international collaborative research and professional activities and the potential risks of each.

· Describe resources to assess potential risks associated with international activities.

· Identify strategies and best practices for managing and mitigating potential risks of international activities.

If you would like to learn more about any of these topics select read more for some useful links.

8.6 Certificate

Congratulations on successfully completing this module in the role of an administrator.

