The Importance of International Collaboration 

1.3 Choose your Role

Hey! Before we start, you need to choose which way you want to view this presentation: audio or text?

Closed captioning is available in both modes, but it's turned on by default in the text version. Both modes also have a transcript available to you in the menu.

So, which one do you want? Audio or text? 

Once you choose, click on the submit button.
1.4 Role Descriptions

[Sameer] Hi!  I’m Sameer!  

I'm a graduate student working in Doctor Fateema Kiani’s research group.  

I’ll help you get started.  

Click on each of the three buttons to learn about how each of these roles is important to principled international collaboration.  

In the next slide, you'll be asked to choose your role for the remainder of the module.  The role you choose will change your learning path, so choose the one that best fits your position. 

Once you’ve finished the module, you can come back to this point and take it again using a different role.  Because we know how exciting it is to take online training modules.

Right?  

Administrators
Administrators include finance officers, accountants, contracts and grants experts, and government program officers. As well as officials: like chancellors, vice-chancellors, provosts, and deans. 

Administrators specialize in understanding policies, the rules and procedures of U.S. funding agencies, and best practices.  They help ensure the alignment of goals, standards, and operational efficiency across different teams and departments.
Researchers

[Sameer] Researchers are the core of scientific discovery-those intrepid adventurers that explore strange new worlds, seek out new life and new civilizations!  That boldly go where-

[Fatima Kiani] Sameer!  No Star Trek!  Remember: we haven’t bought the rights!    
[Sameer] Right!  Sorry Doctor Kiani!  I got excited.  
[Fatima] That’s okay.  But just stick to the script.  Got it?
[Sameer] Sure thing!  A-hem!

As a researcher, your work may involve international collaborations. In some instances, these may present potential research security concerns. What’s your role when this happens?  How do you engage with your organization’s processes for managing international collaborations and research security?  
This pathway will help guide you in these complex situations.  We’ll help you understand the critical importance of international collaboration to U.S. innovation and competitiveness, as well as the threats posed by research security concerns.  And we’ll give you the decision tools to ensure your research collaborations uphold the core values that reflect the U.S. approach to research.  Most importantly, we’ll provide some perspective on balancing research security concerns with the benefits of international collaboration, and ensuring that good security practices don’t hamper global scientific progress.  
Students
You’ve chosen "Student"!  Just like me. 

Congratulations on joining the US research enterprise!  

As a student, your academic journey may lead you to engage in international collaborations—whether you’re visiting an institution in another country, working with an international research team, or hosting an international visitor. At times, these experiences might present research security considerations. How do you approach We’ll help you understand how to engage in your institution’s guidelines and best practices.  We’ll also learn about the immense value that international collaboration brings to the table for U.S. innovation and competitiveness, and develop awareness of potential research security challenges.  Finally, we’ll guide you in upholding the core values and principles of the U.S. approach to research.
1.5 Choose your Role

Select the role that best describes what you do in your organization. 

Choose carefully as your learning path will be determined by your answer...

When finished click on the submit button.

If you are unsure, click on the replay role button to listen to the role descriptions again.
1.6 Review

[Sameer] Welcome to the module on the vital importance of principled international collaboration to U.S. science and technology innovation. This module is part of a series of research security training courses sponsored by the National Science Foundation, in partnership with the National Institutes of Health, the Department of Energy, and the Department of Defense. These courses provide recipients of federal research funding with information on risks and threats to the global research system, and the knowledge and tools necessary to protect against these risks. Other modules in this series cover the importance of research security, the use of disclosure policies, and how to manage and mitigate research security risks.  Click on each button to learn more about these modules.  But if you’re here, you’ve probably done them already.  Unless you’re caught in a temporal loop within the space-time continuum!  I mean, what if you just had to keep repeating the same training modules and ideas and concepts over, and over, and over and…   

[Fatima] Hey Sameer? 

[Sameer] Yes Doctor Kiani? 

[Fatima] Maybe we can keep things rolling.  Without the Science Fiction? 

[Sameer] Oh, right!  Sorry.  I really like time-loops.   

[Fatima] That’s okay.  How about I take the helm for a bit? 

[Sameer] Of course, Doctor Kiani! “You have the Conn!” 

[Fatima] Ha ha ha.  I should’ve seen that coming.  Just click on the buttons to learn more!

Module 1: Why is research security an important issue? This module discusses the issues of research security and why research security for federally funded research is important for the U.S. government and national security.
Module 2: What is a disclosure policy and how will it be used? This module covers Federal funding agency disclosure policies, why this information is important, and how it will be used.
Module 3: What actions can federally funded research recipients take to manage and mitigate risk? This module discusses how organizations can fulfill their role as stewards of research, by demonstrating robust leadership and oversight; establishing and administering policies to promote transparency and guard against conflicts of interest and commitment; providing training, support and information on research security; ensuring effective mechanisms for compliance with organizational policies; and implementing processes to assess and manage potential risks associated with collaborations and data.
Module 4: Is international collaboration encouraged? This module emphasizes that principled international collaboration is critical to success, but that improper foreign influence is a threat to international collaboration. The module also discusses the important differences between principled international collaboration and improper foreign influence.
1.7 Why International Collaboration

Whether you’re a researcher, administrator, student-or anyone else who plays a role in the U.S. research ecosystem-the goal of this module is to explore why principled international collaboration is so important for innovation, economic competitiveness, and the workforce of the future.

But you may be thinking: I already know that international collaboration is important-so why do I need a module to tell me that? 
1.8 That's a good question

But before we answer it, let’s make sure you’re paying attention. Here’s our first pop quiz for the module. And there’s no right or wrong answer here. 

Were you thinking that you already know how important international collaboration is-and that you don’t really need a module to tell you this?

YES or NO.

YES RESPONSE:
You’re "Right"!  

Lots of people working in the U.S. research system are very familiar with the value of international collaboration.  And you’re one of them.  Maybe you’ve even advanced your work through such partnerships before.  

Our focus here isn’t to re-state the obvious.

Instead, we’re interested in three key concepts:

First, why international collaboration is important, not just for individual projects but for the entire open research ecosystem. 

Second, the tension between this ideal and the very real need to protect against research security threats posed by foreign nation adversaries. 

and 

Third, and most importantly: 

How to navigate conflicts between principled collaboration and research security, when they arise.  How should you do that, according to federal regulations and official guidance?  What tools can you use to help you make the right decisions?  

NO RESPONSE:
Well, perhaps you were thinking of how amazing this module is going to be-and how excited you are to take it! 

Sameer Interjects:  Or, maybe you were thinking about how you really need to get back to work, but the Next Button down below isn’t letting you click on it, yet. 

Fatima Continues:  And, there’s Sameer, always with the wisecrack! Either way, for the next half-hour, we’ll help you understand not only why international collaboration is important-because you probably already know that, even if you were thinking about something else. 

We’ll also dive in to three key concepts: 

First, why international collaboration is important, not just for individual projects but for the entire open research ecosystem. 

Second, the tension between this ideal and the very real need to protect against research security threats posed by foreign nation adversaries. 

and 

Third, and most importantly: 

How to navigate conflicts between principled collaboration and research security, when they arise.  How should you do that, according to federal regulations and official guidance?  What tools can you use to help you make the right decisions? 
1.9 Parts Overview

We’ve structured our module into four main parts. Click on each of the buttons below to learn more. 

In Part 1, we discuss the vital role international collaboration has played in making the U.S. a global leader in science and technology innovation.

And: importantly, the role it will need to play for the U.S. to continue being an innovation powerhouse. 

In Part 2, we’ll review the core research integrity values on which the U.S. research ecosystem is built.  These core values are also discussed in Module One. The Glossery contains definitions for each Core Value.  You can access it by clicking the three bars in the top right corner of the screen.  You can also hover your mouse over each value to learn more.In Part 2, we’ll review the core research integrity values on which the U.S. research ecosystem is built. These core values are also discussed in Module One. The Glossary contains definitions for each Core Value. You can access it by clicking the three bars in the top right corner of the screen. You can also hover your mouse over each value to learn more. In Part 2, we’ll review the core research integrity values on which the U.S. research ecosystem is built. These core values are also discussed in Module One. The Glossery contains definitions for each Core Value.  You can access it by clicking the three bars in the top right corner of the screen.  You can also hover your mouse over each value to learn more.


In Part 3: We’ll cover the main ways that international collaboration happens.  

The range of activities is substantial: big multinational projects, small research groups, foreign-national post-docs, visiting professors, and students all play a part. 

And we’ll talk about how these partnerships and collaborations, when done right, embody the core values of the U.S. research ecosystem.

Part 4 is about navigating complexity. 

In this part, you will be asked to evaluate scenarios that explore the tension between the ideal of a completely open research ecosystem and the need to protect against research security threats. 

In navigating these scenarios, the core values will be your guides. 

This final part also points you to resources to continue learning about the intersection between research security and U.S. international research collaborations. 
3.2 Introduction to Part 2

[Sameer] I've got to admit:  

International collaboration seems to come with a lot of things to worry about.  What if I make a Bad Decision and get into Trouble?  My work-life is stressful enough Already!  

Maybe I’ll just stick to "U.S." "only" Collaborations from here on out!
[Fatima] Don't do it, Sameer!

Trust me.  
Working across borders is absolutely Crucial to global scientific Progress.  

So don’t make the mistake of getting so worried about research security that you "Avoid" working internationally with fellow scientists.  
[Sameer] Hold on.

So, you're saying that avoiding international collaboration -- because I’m Afraid to make a research security mistake -- is Even Worse than making the mistake itself?
[Fatima] Exactly.  
As we'll see in the module, even missteps can often be corrected, if you know when and how to get help from your colleagues, supervisors, and administrators.  But shutting your door to the world prevents anything from ever happening.  

It's like Master Yoda said: “Fear is the path to the Dark Side.”    
[Sameer] Now you’re speaking my language!  Dr. Kiani!  Are you sure you’re not a secret Sci-Fi Fan?
[Fatima] Positive, Sameer.  You’re just witnessing a world-class educator at work.
[Sameer] Fair enough!  So, what are we doing in this part of the module? 
[Fatima] Well, you've already touched on it!
In this part, we'll Clarify that Research Security is Not opposed to international collaboration.  In fact, good research security practices--rooted in the Core Values of U.S. Research--are complementary to those very Collaborations.  
By the time we're done, you'll be well-prepared to Identify Risks, avoid Improper foreign influence, and work confidently across borders in the pursuit of knowledge.

We'll use a Risk-Based Approach to research security.  That means that we'll weigh the benefits of a potential partnership alongside its attendant security considerations.  

The question Is--Always: "how do we harness the potential of a collaboration while also safeguarding our intellectual assets?"
In order for that approach to work, we must first understand how Valuable collaboration Is.  
The answer--ultimately--is impossible to calculate.  In the coming slides, we'll explore how international cooperation has enabled monumental achievements in the U.S. research enterprise, both in the past and continuing today.  

But before we begin, we want to see what You think.  Please take a minute to list a few of your own thoughts as to why international collaboration is important.  
[Sameer] Oh, no!  I didn’t realize there was a written essay section!  Is this that dream where I’m taking an exam and I suddenly realize-
[Fatima] Don’t worry, Sameer!  This information is only collected so you can see it again at the end of module and assess what new things you’ve learned along the way.  No one will read it except for you!    
[Sameer] So I could just use this to write my next piece of Battlestar Galactica fanfiction, and you’d never know?
Fatima:  That’s right, I’d never know.  “Fifty Shades of Cylon” is safe from prying eyes.  
3.3 Benefits of Principled International Collaboration

[Sameer] Look!  New people!
[Fatima] Hi Rachel!  And Emil!  You’re just in time to Help!
[Sameer] Earthlings!  Nanu Nanu!
[Emil Caro] Beg your pardon, Mate?
[Rachel Painter] It’s an old American sitcom, Emil!
[Sameer] Yes, exactly!  It’s called “Mork-And-Mindy”!
[Emil] Ha!!!  That sounds like a Dodgy chippy in Islington!
[Sameer] No Emil!  It’s about an alien re-searcher-“Mork,” from the planet “Ork”.  Who comes to Earth to learn about humans!
[Fatima] Rachel?  Does any of this “make sense” to You?
[Rachel] Nope!  Let’s move along.  Before things get any weirder!
[Fatima] Right!  Okay!  Everyone:  Doctor Rachel Painter is our Vice Chancellor for 
Research, and Doctor Emil Caro is a corporate senior researcher from overseas... from the place where they film "Doctor Who"...  
[Rachel] And we’re here to discuss the benefits of international collaboration to scientific progress…
[Emil] …and to the development of the international scientific workforce…
Rachel:  And to global Peace and Cooperation that goes Well beyond the lab.  
[Sameer] So click on each button to learn Mork!  I mean, “More!”
[Fatima] Sameer!  Did You do that on purpose!?
[Sameer] Until next slide… This is Mork, “Signing Off!”
3.4 Introduction to Part 2

[Rachel] The most apparent benefits of international cooperation are those that accrue to the progress of Science itself.  
It’s a simple matter of maximizing the pool of talent and resources.  According to a recent report from the RAND Corporation, “the majority of the world’s research is being conducted outside of the United States, with one-of-a-kind facilities and materials, as well as the best and brightest scientists located throughout the world.”  
Collaborating across borders allows U.S. and other scientists Access to facilities and assets that are not available domestically.
[Fatima] Wow!  Rachel, that's a great Reminder: That even as one of the leading scientific research centers in the world, the U.S. is Still only a Fraction of a much greater Whole.  Science really Is Global!
[Sameer] And to think: all this time I could have been jet-setting around co-authoring research on Magnetospheric Plasma!  But, I got a Bee minus in Diff EQ!  I blame George R.-R. Martin: I just couldn’t put those books down!
[Fatima] Seriously.  Apparently the only one who "Could" was Martin himself!
[Sameer] Doctor Kiani!  That was a "Sick Burn"!
[Rachel] Oh-Kay.  Anyway.
Just Look at the things we can Do when we work together!  This is the Large Hadron Collider at Cern: The European Organization for Nuclear Research.  It's the most powerful particle accelerator in the world, with a 27-kilometer loop of superconducting magnets.  
Pooling resources also allows U.S. and other scientists to share the burden of existential global challenges, such as climate change, or pandemics.
And strengthening relationships between scientists and institutions across borders has been shown to increase researcher productivity and the creation of new knowledge, mutually strengthen national research enterprises, and promote economic growth and development through new scientific breakthroughs.
The types of collaboration are myriad: from small partnerships between individual scientists to truly breathtaking joint facilities.  But the important thing is that science is an endless frontier, and cooperation and collaboration are absolutely vital to our continued progress.  
3.5 Benefits to Global Science Workforce

[Emil] Scientific progress doesn’t stop at the edge of campus, or even at the gates of those stunning government facilities that Rachel mentioned.  In fact, the private sector comprises the lion’s share of research and development funding and investment and employs the majority of the world’s roughly 2.2 million scientific researchers.
In the United States alone, business R. and D. expenditures totaled over six hundred and twelve billion dollars in 2021, accounting for over three quarters of domestic research spending.  According to the OECD, the U.S. economy also sports nearly 1.8 million professional researchers, of which only fifty-seven thousand, or three percent, are employed by the government.  
And--as you can see here--according to the NSF, business funded research accounted for two and a half percent of U.S. gross domestic product in 2021, compared to only zero-point six six percent for federally funded research.   
[Sameer] All right, all right, Emil.  We get it.  You’re livin’ large in the private sector.  I saw your Tesla out there in the parking lot, gleaming in the morning light like some Grand iridescent Lizard.  When I passed it on my bike, your security system Chirped at me!  But, what’s your point?
[Emil] Oh, it’s not to brag, of course!  I’m just pointing out that corporate research relies on academic and government science to train the corporate researchers of the future!  And with respect to our U.S. research employees, international collaboration is an enormous contributor to the capacities we look for in our workforce!
[Sameer] Oh.  Really?  
[Emil] Absolutely!  Addressing major challenges often requires an international perspective. Collaborative training across borders not only produces a workforce well-versed in global problem-solving, but also infuses our research groups with a broader range of perspectives.  
[Sameer] Ah!  So, you’re saying that Beyond just the scientific benefits, the very Act of working across borders Imparts new ways of thinking and seeing the World.  And that's of real value to businesses!
[Emil] Spot on, Sameer!  Spot on!  That diversity of thought, combined with hands-on cross-cultural experiences, prepares individuals to navigate and adapt in diverse and unfamiliar settings.     
[Sameer] Like, how I navigated my bike around your flashy car this morning!
[Emil] Come on now, mate.  Leave the car out of this!
3.6 Benefits to Global Peace and Cooperation

[Rachel] Finally: international scientific collaborations serve the greatest good of all: Peace.  
Strong Research relationships beget strong Diplomatic relationships.  When we come together to address shared science and technology challenges, it promotes cooperation in other, non-science-specific areas.  
Shared science can serve as a scaffolding for mutual trust and understanding at all levels.
[Fatima] In that spirit: Sameer, do you have anything you’d like to ask Emil?
[Sameer] Well, uh, Emil… could we take a ride in your Tesla?  I’ve heard they’re really fast!

[Emil] You’re about to find out, buddy!  Wanna drive first?
3.9 A Brief History of International Collaborative Science

[Fatima] We’ve explored the benefits of internationally collaborative science.  Now, let’s touch briefly on where that idea came from in the first place.  

And it didn’t start with big-budget government-to-government programs or multilateral facilities.  At the Beginning, it was all something of a fortunate Accident.  

According to a recent report from the JASON Scientific Advisory Board, it started-as many things have in our country-with Immigration.  Beginning in the early Twentieth Century, foreign-born scientists, engineers, and inventors emigrated to the United States in substantial numbers.  Among them were Alexander Graham Bell, from Scotland; Guglielmo Marconi from Italy; Nicola Tesla, from the former Austrian Empire; and Chien-Shiung Wu, who moved to the United States from China in 1934. 

[Sameer] What a Crew!  Look out, K-Pop bands!

[Fatima] Now, Let’s test your science history trivia.  Can you match each scientist to one of their crowning achievements? 

[Sameer] Hey!  I said K-Pop, not a Pop Quiz!
[Fatima] Don’t worry, Sameer!  There’s no scoring.  This is just for fun!

3.11 A Brief History of International Collaborative Science

[Sameer] But that was just the beginning of the emigration of scientists from all over the world to the U.S.  As conditions deteriorated in Europe during World War Two, waves of European refugees fled to America.  Among them were some of the world’s greatest scientific minds:  This is just a tiny sampling:  From Germany, Albert Einstein and Maria Goeppert-Mayer.  From Hungary: John von Neumann and Edward Teller.  And from Italy, Rita Levi-Montalcini and Enrico Fermi. 

Once here, many of these scientist-refugees provided crucial assistance to the Allied war effort.  The most famous being the Manhattan Project, which resulted in the development of the atomic bomb and the defeat of the totalitarian Axis Powers.  These technological advances also laid the way for a postwar economic expansion, and the establishment of the United Nations as a global organization for peace and security. 

[Fatima] All of this history underscores what Rachel and Emil have told us about the value of international scientific collaboration.  It was only by attracting great scientific minds from all over the world that such achievements became possible.  As we’ll see in the next slide, this realization did not go unnoticed by the pioneers of the emerging U.S. Research Enterprise.  Foreign-born scientists were the foundational cornerstone of that system and remain absolutely crucial to its continued success today.      

[Albert Einstein via Caption]: Ahem!  Excuse me, fellow scientists.

[Sameer] Umm… Yes?  “Doctor Einstein”?

[Albert] I have something to add. If anyone cares to listen.

[Fatima] Sameer… Is this, a Joke?

[Sameer] : Nope! I think he’s actually talking to us. 

[Fatima] That’s impossible.

[Albert] Nothing in science is impossible. You ought to know that. You know what my good friend Enrico Fermi said?

[Sameer] No… What?

Albert: “There are no physicists in the hottest parts of hell, because the existence of a 'hottest part' implies a temperature difference, and any marginally competent physicist would immediately use this to run a heat engine and make some other part of hell comfortably cool.” 

[Sameer] So you’re saying...

Albert:  That with a scientist on your side, even Hell can freeze over!  

[Fatima] That’s pretty funny Dr. Einstein.

[Albert] Of course it’s funny! Rico, that’s what his friends call him, was a hoot. He was always the life of the party.  

[Sameer] I did Not know that!

[Albert] I’ve been listening to your presentation, and I think I have something interesting to say on this topic. Besides, if you’re going to drag me into this, I might as well get more lines than Mork from Ork.

[Fatima] We totally agree, Professor!

[Albert] I brought a video of me talking. People don’t have to watch it you know. Not everyone is into listening to geniuses. Thank God Franklin Roosevelt did.  He was a great man.  Though-and a lot of people don’t know this--he made a lousy cocktail!

Anyway, just click on my picture and you can hear me talk on the subject. It’s only about 8 minutes.

[Sameer] Wow!  This is amazing! 

We’re always looking for deeper dives on collaborative science.

[Albert] Great. Well, this is about as deep a dive as you can get. You get 8 minutes with Albert Einstein!

[Sameer] What an honor!  

Albert: Yes. I know. Anyway, it’s a speech I gave in 1941 called “The Common Language of Science.” The critics in America liked it, but the reviews in Germany were decidedly mixed.

[Fatima] I think it’s a great idea. Now everyone remember, watching this speech is totally optional.

[Sameer] That means, you don’t have to listen to it. The next button will appear when we stop talking so feel free to go to the next slide.

[Albert] Bypass Albert Einstein! Eh, What do I care? Look it’s only 8 lousy minutes of your time and just remember that it’s all relative anyway.

 Remember: the focus of this talk is that scientific language is international: it has no borders!
3.14 A Brief History of International Collaborative Science

[Fatima] The importance of fundamental science to the allied victory in the second world war was undeniable.  
American leaders recognized that continued progress in basic research would be critical to maintaining the hard-won peace, as well as fostering renewed growth and prosperity, at home and abroad.  
Office of Science research director Vannevar Bush produced a groundbreaking Report for the President.  It was titled "Science: The Endless Frontier."
This report laid the foundation for the development of the U.S. Research Enterprise, and remains relevant to science policy experts today.
[Sameer] If Only the writers of Star-Trek Five--the "Final" Frontier--had read this report first!  
[Fatima] Well, that’s what you get when you let Shatner lead your story team.  Thank goodness they got Leonard Nimoy to write the next one!
[Sameer] For real!  I stan the Undiscovered Country!
3.15 A Brief History of International Collaborative Science

Fatima:  Anyway.  
The system that the endless frontier envisioned was a whole-of-society approach to scientific progress.  
Access to advanced education had to be improved, in order to find and develop new science and engineering talent.  Wartime Restrictions on sharing science and technology findings needed to be lifted, so scientists could collaborate and leverage knowledge across institutions and borders.  And the government would provide financial support for scientific research programs directed toward the greater good.  

In 1950, the National Science Foundation (NSF) was born!
Congress charged the NSF with promoting the progress of science; advancing the national health, prosperity, and welfare; and securing the national defense.  
[Sameer] But it wasn’t just about funding and education.  
The endless frontier also elucidated the fundamental Principles that would guide the U.S. Research Enterprise: Openness, freedom of inquiry, and publication of findings to disseminate new information.   
[Fatima] I’m glad you brought that up.  

In the next part of the module, we’ll be covering these principles in greater depth, as the Core Values of U.S. Research.  
It’s important to understand that these values and the approach to science they fostered were a major innovation in their own right.  
[Sameer] They really were.  And the proof is in the sheer quantity of foreign-born science talent that the U.S. Research Enterprise attracted in the postwar years.  

In fact: thirty percent of American Nobel Laureates in the natural Sciences were born Elsewhere!  
That’s the secret ingredient to the success of U.S. Scientific Research-bringing the best scientists, no matter where they’re from, Here!
[Fatima] That’s right.  It’s just like Spock choosing to join Starfleet, instead of staying at the Vulcan Science Academy!
[Sameer] Hey!  That was my line!
4.2 Core Values in the International Context

[Fatima] So, Sameer.  Do you feel better now, about working across borders?  
[Sameer] Absolutely.  In the last part, we learned how vital international collaboration Is to science.  
Sign me up for Starfleet!
[Fatima] Great!
But, is that a Red Shirt that you're wearing?
[Sameer] I "Like" to live dangerously!
There's just one problem.  Now that I'm committed to expanding my horizons, I'm not sure how I'm going to deal with potential research security concerns, if they come up.  

Do I just, like, take my best guess?  How do I know when something might be a problem?
[Fatima] I'm glad you brought that up.  Because, that's the topic of this Part: the Core Values of Research Integrity, and how they can guide Research Security decisions in an international context.
[Sameer] What luck, Doctor Kiani!  It’s almost like you planned this!  
[Fatima] "Watch and Learn," Starfleet recruit.  
And set phasers to "Fun!"
[Sameer] Now hold on a second.  You know I like spaceships.  But how are a bunch of abstract words, like "openness" or "respect", supposed to help me with real situations?
[Fatima] Good question.  
It's true: we talk about the core values through words.  And those words are pretty abstract.
But the words are only a shorthand.  They represent a commitment to stewardship, at the heart of American scientific and technological prowess. 
These values evolved alongside the research enterprise, and they continue to evolve today.  It isn’t just cutting-edge labs or groundbreaking discoveries that make our research enterprise pre-eminent in the world.  Alignment with the core values ensures that the whole ship is moving in the right direction.
Now, let’s talk about what that means for research security.  
4.4 Core Values and Research Security

[Sameer] Okay, that all makes sense: About core values steering the research ship.  

But what does that have to do with international research security?

[Fatima] Ah.  

Think of the core values as an "Early warning system."

When a foreign collaboration deviates from one of these values--Or requests that "You" Deviate from them--That's "A red alert".

[Pause for klaxon alert]

It'S an indication that a foreign adversary may be exercising malign influence on our system and its researchers.  

[Sameer] I "Don't" Understand.  

It seems far-Fetched: That a fellow scientist in another country could be a foreign adversary.

I mean, I don't live in a "James Bond" Movie, Do i?  

What if they're really nice?  Shouldn't I show some goodwill and trust?
[Fatima] Unfortunately, It's not that simple.  
In today's geopolitical climate, Nations compete for dominance, and scientific knowledge is coveted for its potential to advance military and economic aims.  
Your collaborator may "Not" Be the malign actor we're worried about.  And of course, Might be a very nice, very smart person.  
But foreign scientists do not always enjoy the same freedoms and independence that U.S. Researchers do.  
They may be operating under pressure or surveillance from their country's military or intelligence agencies.  
Those malign actors seek to exploit our commitment to open science for their own gain--Stealing research products at the expense of American interests and values.  
[Sameer] I get it.  So that’s why the core values are important: Because if i just rely on my personal impression of a collaborator, I might miss a warning sign that something else is driving the engagement.    
[Fatima] Exactly.  None of us wants to think I’ll of a fellow scientist, particularly if they’re good people-And most scientists are.  The core values allow you to evaluate a potential collaboration objectively-And to see whether the collaboration itself-Not the collaborator-Might be problematic.  
Let’s cover them one by one.  Click NEXT” To learn about openness and transparency.  
4.5 Openness and Transparency

[Fatima] The core value of “Openness and Transparency”-according to the National Academies of Science-refer to two related duties:
First, presenting all information relevant to both decisions and scientific conclusions,

and second, making data on which results are based available to other scientists.  
Openness allows fellow scientists to reproduce results and build upon them.
[Sameer] Be open.  Okay.  Why not?  
Seems easy enough.  
[Fatima] Actually, it can be harder than it sounds.  Sometimes, incentives may point in the other direction.  Like, if you’re researching something that might be commercially valuable.  

[Sameer] Oh!  So, the monetary incentive might pressure me to keep my data private, so I can capitalize on my findings before anyone else comes along.  
Cha-Ching am I right?!    
Fatima:  Exactly.  
[Sameer] Well what’s so wrong about that?  Corporate research does that all the time.  I can’t lie I really liked driving Emil’s Tesla.
[Fatima] That’s different.  Corporate research uses private funds.  So corporate researchers have a fiduciary duty to their investors to maximize returns on those funds, which means keeping data private.  
Likewise, if your research involves military applications, sensitive personal information, or trade secrets, sponsors may impose specific conditions for data privacy.  These conditions take precedence and may limit your ability to collaborate internationally.  Researchers working internationally must exercise care and discretion when working with these kinds of information and communicate clearly and regularly with sponsors and colleagues regarding research security conditions.  
But otherwise: if you’re engaged in basic science research, and your funding comes from the government -- like through the National Science Foundation, or the Department of Energy -- Openness and Transparency are the defaults.  So that your data and results can benefit the public at large, and not just yourself. 
That’s because funding from the government is ultimately funding from the taxpaying public.  And as a recipient of those funds, you’re Accountable to the American public for the results. 
In the international context, this means being especially vigilant about any requests from foreign collaborators or foreign sponsors to keep data or results confidential.  Such requests are Not in alignment with U.S. Research Values and are a Breach of your duty to the American public.  
The only scenario where confidentiality of data is permissible is where your U.S.-based funding source Expressly requires it.  Otherwise, keep things open and transparent. 
[Sameer] That makes sense.  I guess the money vault will have to wait for my Battlestar Galactica fan-fiction debut.  Click “Next” to learn about Accountability and Honesty.
4.7 Accountability and Honesty

Fatima:  "Accountability" and "Honesty" strengthen public Trust and uphold scientific Rigor.  
In the "International" context, they refer to two main Obligations:
First, complete Reporting of funding sources and international collaborations to funding agencies, as well as to your home institution.  
And second, explanation and Justification of your activities to the scientific community.  
That community entails a Web of obligations between researchers, institutions, and the public -- which provide a system of checks and balances against malign foreign influence. 
[Sameer] This trust is vital in international collaborations, as it guarantees that contributions from all parties are recognized and credited appropriately. From the meticulous documentation of data sources to the rigorous peer-review process, every step in the scientific journey demonstrates a commitment to these values.
[Fatima] Click on each of the glowing nodes in the network map to see a visual representation of accountability across different components of the research enterprise. 
[Sameer] It’s a great reminder that science never happens alone.  We’re all dependent on each other, both for the quality of the science we produce, and the obligations we have for upholding the security and integrity of the research enterprise.  
Click “NEXT” to learn about Impartiality, Objectivity, and Freedom of Inquiry.
4.8 Impartiality, Objectivity, and Freedom of Inquiry

[Fatima] Sameer!  
Guess who this is!
[Sameer] That’s Karl Popper!  He's one of the most important Philosophers-of-Science of the Twentieth Century!
[Fatima] No, Sameer!  That’s … Wait.  For once, you’re not joking!
[Sameer] I know!  Some things are too important to joke about.
[Fatima] Hold on…  Why do you think we’re talking about him?
[Sameer] Obviously, so we can tell the story of that one time at Cambridge in 1946, when Ludwig Wittgenstein got so enraged at Popper’s lecture on the nature of philosophy that he brandished a red-hot poker at him!  

I mean, that’s “Got” to be a core scientific value-"Don’t threaten visiting lecturers with pokers!”  

I tell you; those philosophers are a wild bunch.  It’s a good thing I preferred physics to metaphysics!  

[Fatima] Amusing as that anecdote is, we’re interested in Popper here because of his view of scientific Objectivity, which he described as both the Freedom and the Responsibility of scientists to pose refutable hypotheses, test those hypotheses with evidence, and state the results clearly and unambiguously.      

Impartiality and objectivity shield scientific endeavors from undue influence, ensuring that knowledge evolves based on evidence rather than bias, and that all hypotheses are open to falsification.

[Sameer] It’s really interesting that Popper viewed Objectivity as both a “Responsibility” and a “Freedom.”  

What do you think he meant by that?

[Fatima] Great question.  Popper saw “Freedom of Inquiry” in science as crucial to maintaining Objectivity.

Freedom of inquiry is a complementary core value that aims to free scientists from pressures or influences that can bias research results.  Those might include institutional culture, regulatory environments, or funding needs.  It’s easier said than done, because of course we all face those kinds of pressures in our daily working lives.  

International collaboration can test that duty, particularly because those pressures can be higher when working across borders, where institutional cultures and regulatory environments may be different than what we’re accustomed to.  

But together, the Responsibility of Objectivity and the Freedom of Inquiry are reminders to all researchers that our highest duty is to the truth.          

[Sameer] Inspiring stuff!  

Click “NEXT “to learn about our final core values: Respect, Reciprocity, and Merit-based Competition.
4.9 Respect, Reciprocity, and Merit-Based Competition

[Fatima] the preceding core values have been focused on our relationship with our work, as both scientists and public servants.  But there are three other core values that are just as important, and this concern our relationships with other scientists.

[Sameer] “Respect” cultivates an inclusive environment where every person, regardless of their background or seniority, can voice ideas and contribute to the discussion.

By ensuring that every participant feels heard and valued, we strengthen the outputs of that system, and help foreign-born researchers feel welcome in the U.S. research system.  

Research talent that feels undervalued or unappreciated is more susceptible to malign foreign influence.  

Think back to the preceding part of this module: how much scientific talent did the U.S. gain during the Second World War because our adversaries succumbed to bigotry and prejudice?

[Fatima] A related value to “Respect” is “Reciprocity”.  In the context of international collaboration, Reciprocity in scientific collaborations ensures a mutual exchange of resources, knowledge, and opportunities.

Researchers and institutions alike should be wary of collaborations lacking in reciprocity, like where a potential partner offers only money in return for knowledge.  

That kind of exchange doesn’t further scientific progress, and it betrays the trust of the American public, whose taxes fund the research enterprise, and to whose benefit the results should rightly accrue.  

[Sameer] Finally, the core value of “Merit-Based Competition” ensures that the most promising ideas and innovations rise to the forefront, regardless of their origin.  It means that in evaluating everything from proposals to prizes, the value of the work is paramount.  And that personal relationships or institutional loyalties do not interfere with that imperative.      
4.10 Respect, Reciprocity, and Merit-Based Competition

Fatima: So, that's a whole lot of core values.  Sameer:  Do you think people Got everything?

[Sameer] Sorry, what did you say?  I’ve been playing “Fungi versus the Undead” on my phone since the third slide.  It’s really fun!  

[Fatima] Well then!  I guess we should do a quiz game then, to test your knowledge.

[Sameer] Not another "Quiz!"  A "Huge Wave of the Undead" is approaching Now!

[Fatima] Too late, buddy!  Here we go: “Quiz Time!”
4.11 Respect, Reciprocity, and Merit-Based Competition

[Fatima] Sameer!  That’s quite a hat!

[Sameer] It’s not a hat, Doctor Kiani.  It’s the ceremonial headdress of my ancestral homeland, the Kingdom of Madeupoesis!

Fatima:  Madeupoesis.  Made.  Up.  Asis.  Sameer.  Are you pulling my leg?  

[Sameer] Of course not.  I’ve actually just gotten back, from a trip to visit with my relatives there!

[Fatima] Really!  How was your trip?

[Sameer] Great.  You know, my third cousin is the chair of the biochemistry department at the biggest science and tech institute in Madeupoesis: The University of Luvtech!

[Fatima] Is that so?  Huh.  At the University of “Love Tech”?  Really?

[Sameer] A-hem.  It’s pronounced “Luvtech.”

[Fatima] “Love. Tech.”

[Sameer] It’s “Luvtech!”

[Fatima] Whatever you say, Sameer.

[Sameer] Anyway.  

He told me that the Madeupoessin Government offers research fellowships and grants to people of Madeupoessin Heritage, who've demonstrated scientific achievement.  

At his Suggestion, I applied to one of the fellowships.  It could provide funding--maybe even facilities--for a new research project I'm thinking about.  For next year, when my current funding finishes.

[Fatima] Wait.  Really?  You’re serious?  

[Sameer] Yes!  

[Fatima] You’re not just “joking around?”  Like usual?
[Sameer] Well…
7.4 The Burdens of Talent - Decision 2

Well, okay. Friends out there in TV land.

What should I say to Dr. Kiani here?

Help me decide how I should respond.

Choose the most appropriate response from the choices on the right side of the screen.

Choices
1. All this risk-assessment sounds like a ton of work.  I should withdraw my application right away and try to forget this ever happened.    

2. Smile and nod, and then do none of this risk-assessment.  No one will ever follow up on this anyway.  If I get the fellowship, great.  I’m sure all of these concerns are overblown.   

3. Call my third cousin in Madeupoesis and see if he’ll give me some quick cash for any good research, I’ve got that’s not yet been finalized or published.  Then go to Vegas, and bet it all on Red!

4. Review the program documentation and check for the red flags Rachel mentioned.  If everything looks transparent, accountable, and honest, I’m probably good to proceed.  

5. Review the program documentation and send it all to Rachel.  She’ll make the best decision here, and I don’t want to be responsible for making a mistake.

Wrong Choice – Missed Opportunity
NOT THE BEST CHOICE!

Sameer withdraws his application from the fellowship program, taking no action to determine whether it is legitimate or malign.  

This becomes habit-every time an opportunity arises to collaborate internationally, he turns it down or ignores it.  But as his postdoctoral funding comes to a close at the end of the following fiscal year, he wishes he hadn’t been so rash.  A research team of U.S. and Madeuperson corporate scientists in his field have just published a groundbreaking article, which wins a prestigious scientific prize.  

Sameer sits in his apartment, watching the award ceremony on his phone.  A bit of warm lager sits still and flat in a pint glass, on a low wooden table beside him.  The night draws in.

Wrong Choice – Failed to disclose.
NOT THE BEST CHOICE!

Sameer gets the Luvtech fellowship and does not disclose his involvement to his home institution.  

The following year, he applies for a federal grant, and one of the merit reviewers notes that they’ve read one of Sameer’s papers but his affiliation was at the University of LuvTech.  This affiliation isn’t disclosed on his materials.  

When his home institution investigates, they discover that the fellowship program is a malign foreign talent recruitment program.  Sameer is banned from receiving federal funds.

Wrong Choice – Silly

WOA, SAMMER!

This isn’t Ocean’s 11!

Correct Choice - Ideal
Good choice!  You should document this review and ask colleagues or administrators to look it over if you’re unsure about anything, or if concerns arise.

Correct Choice – Acceptable

You’ve covered your liabilities and disclosed all the information available to you to the Vice Chancellor’s office. 

While you are the best judge of your own field and are equipped to make the best judgments if you avail yourself of the research security resources in these trainings, you have an ongoing duty to disclose this information to your institution.  

In the future, the Vice Chancellor’s office would probably appreciate it if you didn’t just make them do all the work.” 
8.1 Transparency and Reciprocity in International Scientific Collaborations

[Sameer] Doctor Kiani!  Doctor Painter!  It’s been a long, long time.  

[Fatima] Sameer, we just saw You! 

"Like": five minutes ago!

[Sameer] That was “present” Sameer.  I’m “future” Sameer: From the Future!  

[Fatima] Are you wearing a fake beard to look older?

[Sameer] Not at all!  I mean that’s “definitely” something younger Sameer would have done as a joke.  Actually, that’s why “he” traveled into the future to find “me”: he knew that a more seasoned, mature version of himself would be needed for these administrator roles play scenarios.    

[Fatima] I cannot believe that you’re doing this to me.  In front of the Vice Chancellor!  

[Rachel] It’s great to see you, Sameer.  Thanks for coming!  

Fatima:  Don’t mind him, Rachel.  Sameer “goofs around” sometimes.

[Sameer] Actually: I go by “Dean” Sameer now!  

[Fatima] Oh My God.  I’m going to die.  Right here!  

[Rachel] Relax, Fatima!  We wouldn’t want to offend “Dean Sameer”.  After all, he’s traveled all the way from the future!     

[Fatima] Sure!  This is all completely normal! 

Nothing to worry about! 

This is probably all just a bad dream!

[Rachel] So, Sameer: our first role play scenario for administrators is about Reciprocity in large international scientific collaborations between two or more institutions.  

You’ll have to make sound decisions, based not only on what’s good for your university, but for the broader U.S. Research Enterprise-including the National Science Foundation, and other federal funding agencies.  

Are you ready to put the core values to work? 

[Sameer] No sweat!  I’ve done a ton of these, in my “many” years as a Dean. I’m sure I’ll ace this one!  

[Rachel] Great.  Institutional-level international collaboration can take many forms, from the operation of large shared scientific facilities to open data access policies within research networks.  They are distinct from researcher-to-researcher collaborations in their complexity.  And though they are vital to scientific progress, institutional collaborations present new challenges to upholding core values of research integrity.  

[Sameer] I’m ready.  Let’s go!

[Fatima] In this scenario-Dean Sameer--you’ve been approached by a foreign university with an offer to collaborate with your institution on matters of advanced artificial intelligence applications. 

[Sameer] Easy enough.  What’s the nature of the offer?

[Fatima] Well: it’s quite lucrative.  The foreign institution is willing to make a sizable investment in your institution’s numerous AI laboratories.  All you have to do is provide access to those laboratories and the data they produce for authorized personnel from the foreign institution on a semi-regular basis.  There’s also talk of a rotating group of visiting scholars in residence from the foreign institution, who will be interacting with our researchers periodically.    

[Sameer] Hmm.  Where did they get all this funding that they want to give us?

[Fatima] That information is conspicuously absent from the current drafts of the memorandum of understanding, or “MOU”.

[Sameer] No big deal!  

Creepy red diodes!  For everyone!

Fatima:  Sameer-I mean, “Dean” Sameer-Don’t you think there’s a potential problem here?  

[Sameer] What do you mean?

Fatima:  This offer seems to be lacking the core value of Reciprocity-the foreign institution is trading money for knowledge and has not offered to contribute any specific knowledge or scientific effort of their own.  The lack of transparency in funding is also highly problematic-who knows who might be footing the bill?       

[Sameer] Click “Next” to find out what “Dean Sameer” decides to do!        
8.3 Reciprocity

[Fatima] I have to admit, “Dean Sameer”, that was pretty savvy on your part.  Just because an initial version of an institutional collaboration doesn’t meet research integrity standards, that doesn’t mean it can’t be fixed by good-faith negotiations.  Nice job!

[Sameer] Thanks, Doctor Kiani-Or should I say “Fatima!”

[Fatima] Don’t push it, Sameer.  We still have an 8 AM staff meeting on Monday, and if you think you’re not buying the bagels at this point, you’ve got another thing coming!

[Fatima] That was a really good answer, Sameer.  You neither abandoned your duties to the university’s research security and integrity needs-nor did you run away from a potential collaboration just because of a few fixable problems.  

[Sameer] Thanks, Doctor Painter!

[Fatima] But, we’ve forgotten an important third-party in this matter--who really ought to be included.  Any guesses who that might be?

[Sameer] Well … I figured this conversation would come up at some point.  And you’re right.  We have neglected a crucial party.  It’s…

[Fatima] Go on!

[Sameer] I know!  It’s “Taylor Swift”, of course!  

How could I forget the reigning “Queen of Pop”?   

[Rachel] But, No!  I’m talking about federal funding agencies related to critical research programs:  the National Science Foundation, the Department of Energy, and the Department of Defense.  

[Sameer] Oh!  I’m not sure I understand.  Shouldn’t the interests of my university be the primary concern in an international collaboration?  

Rachel:  You’ve hit on a little-understood nuance of the U.S. Research System: that the interests of an individual university may be different from those of the NSF and other federal funding agencies.

[Fatima] Hold on, Rachel.  This is new to me as well.  What do you mean?

[Fatima] Great question, Fatima.  NSF has, in many cases, directed significant federal investments into developing particular research capabilities for the United States.  

When those research capabilities are traded by a single university for monetary compensation, it compromises the entire US Research Ecosystem.  

[Sameer] Even with all my years of administrative experience, I had no idea that was a potential conflict!

Fatima:  Sameer!  Are you really going to keep this gambit up?

[Fatima] Actually, “Dean Sameer” isn’t far off.  Many administrators may not be aware of these nuances of the federal research system, which is why we’re here now, talking about them!

{Sameer] And that’s why I’ve put together this little musical number!    

[Fatima] Stop!  Stop!  We’re not doing a chorus line!

[Sameer] Click “Next” to see how we consider federal funding interests!
8.4 Reciprocity -- Decision 2

Well, okay. Friends out there in TV land.

What should I say to Dr. Kiani here?

Help me decide how I should respond.

Choose the most appropriate response from the choices on the right side of the screen.

Choices
1. All this risk-assessment sounds like a ton of work.  I should withdraw my application right away and try to forget this ever happened.    

2. Smile and nod, and then do none of this risk-assessment.  No one will ever follow up on this anyway.  If I get the fellowship, great.  I’m sure all of these concerns are overblown.   

3. Call my third cousin in Madeupoesis and see if he’ll give me some quick cash for any good research, I’ve got that’s not yet been finalized or published.  Then go to Vegas and bet it all on Red!

4. Review the program documentation and check for the red flags Rachel mentioned.  If everything looks transparent, accountable, and honest, I’m probably good to proceed.  

5. Review the program documentation and send it all to Rachel.  She’ll make the best decision here, and I don’t want to be responsible for making a mistake.

Wrong Choice – Missed Opportunity
NOT THE BEST CHOICE!

Sameer withdraws his application from the fellowship program, taking no action to determine whether it is legitimate or malign.  

This becomes habit-every time an opportunity arises to collaborate internationally, he turns it down or ignores it.  But as his postdoctoral funding comes to a close at the end of the following fiscal year, he wishes he hadn’t been so rash.  A research team of U.S. and Madeuperson corporate scientists in his field have just published a groundbreaking article, which wins a prestigious scientific prize.  

Sameer sits in his apartment, watching the award ceremony on his phone.  A bit of warm lager sits still and flat in a pint glass, on a low wooden table beside him.  The night draws in.

Wrong Choice – Failed to disclose
NOT THE BEST CHOICE!

Sameer gets the Luvtech fellowship and does not disclose his involvement to his home institution.  

The following year, he applies for a federal grant, and one of the merit reviewers notes that they’ve read one of Sameer’s papers, but his affiliation was at the University of LuvTech.  This affiliation isn’t disclosed on his materials.  

When his home institution investigates, they discover that the fellowship program is a malign foreign talent recruitment program.  Sameer is banned from receiving federal funds.

Wrong Choice – Silly

WOA, SAMMER!

This isn’t Ocean’s 11!

Correct Choice - Ideal
Good choice!  You should document this review and ask colleagues or administrators to look it over if you’re unsure about anything, or if concerns arise.

Correct Choice – Acceptable

You’ve covered your liabilities and disclosed all the information available to you to the Vice Chancellor’s office. 

While you are the best judge of your own field and are equipped to make the best judgments if you avail yourself of the research security resources in these trainings, you have an ongoing duty to disclose this information to your institution.  

In the future, the Vice Chancellor’s office would probably appreciate it if you didn’t just make them do all the work.” 
8.5 Campus Climate: Fostering Inclusive Environments

Fatima:  Rachel: let me introduce you to Quan, a PhD student in my research group.

Rachel:  Hello Quan!  It’s great to meet you, and thanks for coming.  

Quan:  Thanks, Dr. Painter.  But … why is Sameer wearing a fake beard and a wig?

Rachel:  What?  They’re fake?  

[Sameer] What can I say?  I’m a master of disguise!

[Rachel] Sameer, you cheeky rascal!  I’ll get you back for that!  

[Sameer] Gotcha!  Mua-ha-ha-ha!

[Fatima] Quan, you just earned yourself a raise!

[Quan] Sweet!  Maybe now I can afford Three whole boxes of mac-and-cheese a week?

[Fatima] You bet, buddy!  Keep working those spreadsheets!    

[Rachel] Quan, I wanted to ask you about the “campus climate.”

[Quan] Climate?  

Well, “it’s chilly in the winter.   And then… it’s really hot in the summer…”

[Rachel] Not the weather.  I mean ... I want to understand how you've experienced being an international student on campus.  

[Quan] Oh!  I can't speak for anyone else, really.  Personally ... I try not to think about it.

[Rachel] Why is that?

[Quan] Well … it’s tough.  I Don’t want to complain, because … I’m just like anyone else: trying to live my life, and do my job, and build a career.  

But, campus can be an intimidating place for foreign-born students.  We have additional reporting and immigration requirements, and sometimes I feel like I'm under a vague sense of suspicion.

[Fatima] Does that make your work more onerous?  

[Quan] Yes.  And now with research security becoming a greater concern … I’d be lying if I said I wasn’t worried about the additional scrutiny that might land on me, just because of where I come from.

I understand that research security concerns are real.  I’d just suggest that whatever new security measures you implement for students be truly necessary, and not just another set of forms I have to fill out as an international student.  

[Sameer] That’s understandable.  Do you have any thoughts as to how the university should manage research security risks going forward?

[Quan] It’s important that the university develop better situational awareness of its international collaborations.  But in doing so, don’t conceptualize people like me as just … risk vectors to be managed.  

I "Love" being here in the U.S.!  And I "want" to stay here!

Do you "know" how amazing it is to have a 24-hour-grocery store "And" a Wing-Shack within a block of my apartment?

Last month, I got to see Taylor Swift, Live in Concert!  America is Awesome!

[Sameer] Truth!

[Quan] My point is: “Yes!  Manage the security risks.”  But don’t presume that “I’m” a Risk just because I was born elsewhere. 

[Rachel] Wise words.  Thank you so much, Quan.  

Click “Next”, and we’ll consider some options in developing our campus research security program.
8.6 RP Scenario 2: Campus Climate

Well, okay. Friends out there in TV land.

What should I say to Dr. Kiani here?

Help me decide how I should respond.

Choose the most appropriate response from the choices on the right side of the screen.

Choices
1. All this risk-assessment sounds like a ton of work.  I should withdraw my application right away and try to forget this ever happened.    

2. Smile and nod, and then do none of this risk-assessment.  No one will ever follow up on this anyway.  If I get the fellowship, great.  I’m sure all of these concerns are overblown.   

3. Call my third cousin in Madeupoesis and see if he’ll give me some quick cash for any good research, I’ve got that’s not yet been finalized or published.  Then go to Vegas and bet it all on Red!

4. Review the program documentation and check for the red flags Rachel mentioned.  If everything looks transparent, accountable, and honest, I’m probably good to proceed.  

5. Review the program documentation and send it all to Rachel.  She’ll make the best decision here, and I don’t want to be responsible for making a mistake.

Wrong Choice – Missed Opportunity
NOT THE BEST CHOICE!

Sameer withdraws his application from the fellowship program, taking no action to determine whether it is legitimate or malign.  

This becomes habit-every time an opportunity arises to collaborate internationally, he turns it down or ignores it.  But as his postdoctoral funding comes to a close at the end of the following fiscal year, he wishes he hadn’t been so rash.  A research team of U.S. and Madeuperson corporate scientists in his field have just published a groundbreaking article, which wins a prestigious scientific prize.  

Sameer sits in his apartment, watching the award ceremony on his phone.  A bit of warm lager sits still and flat in a pint glass, on a low wooden table beside him.  The night draws in.

Wrong Choice – Failed to disclose.
NOT THE BEST CHOICE!

Sameer gets the Luvtech fellowship and does not disclose his involvement to his home institution.  

The following year, he applies for a federal grant, and one of the merit reviewers notes that they’ve read one of Sameer’s papers, but his affiliation was at the University of LuvTech.  This affiliation isn’t disclosed on his materials.  

When his home institution investigates, they discover that the fellowship program is a malign foreign talent recruitment program.  Sameer is banned from receiving federal funds.

Wrong Choice – Silly

WOA, SAMMER!

This isn’t Ocean’s 11!

Correct Choice - Ideal
Good choice!  You should document this review and ask colleagues or administrators to look it over if you’re unsure about anything, or if concerns arise.

Correct Choice – Acceptable

You’ve covered your liabilities and disclosed all the information available to you to the Vice Chancellor’s office. 

While you are the best judge of your own field and are equipped to make the best judgments if you avail yourself of the research security resources in these trainings, you have an ongoing duty to disclose this information to your institution.  

In the future, the Vice Chancellor’s office would probably appreciate it if you didn’t just make them do all the work.” 
8.7 Congratulations!  You've finished the Module!

[Sameer] Congratulations!  We knew you could do it!

[Fatima] Before you go, take a moment to reflect on what you've learned.  

Here's what you wrote, way back at the beginning.  If you like, make a few notes now about what you'll remember the most.  

[Sameer] And don't worry: this is just for you.  No one else will ever see what you write. 

[Fatima] Even if it's "Battlestar Galactica" Fanfiction.

[Sameer] Hoo!  It's been a long day.  I'm off to bed.   

[Fatima] Goodnight, folks!  Say goodnight, Sameer!

[Sameer] Okay, I guess.  
[Fatima] "Goodnight, Sameer!"

9.1 The Burdens of talent - Researcher

[Fatima] Sameer!  That’s quite a hat!

[Sameer] It’s not a hat, Doctor Kiani.  It’s the ceremonial headdress of my ancestral homeland, the Kingdom of Madeupoesis!

[Fatima] Madeupoesis.  Made.  Up.  Asis.  Sameer.  Are you pulling my leg?  

[Sameer] Of course not.  I’ve actually just gotten back, from a trip to visit with my relatives there!

[Fatima] Really!  How was your trip?

[Sameer] Great.  You know, my third cousin is the chair of the biochemistry department at the biggest science and tech institute in Madeupoesis: The University of Luvtech!

[Fatima] Is that so?  Huh.  At the University of “Love Tech”?  Really?

[Sameer] A-hem.  It’s pronounced “Luvtech.”

Fatima: “Love. Tech.”

[Sameer] It’s “Luvtech!”

[Fatima] Whatever you say, Sameer.

[Sameer] Anyway.  

He told me that the Madeupoessin Government offers research fellowships and grants to people of Madeupoessin Heritage, who've demonstrated scientific achievement.  

At his Suggestion, I applied to one of the fellowships.  It could provide funding--maybe even facilities--for a new research project I'm thinking about.  For next year, when my current funding finishes.

[Fatima] Wait.  Really?  You’re serious?  

[Sameer] Yes!  

Fatima:  You’re not just “joking around?”  Like usual?

[Sameer] Well…
9.2 The Burdens of Talent - Decision 1

Well, okay. Friends out there in TV land.

What should I say to Dr. Kiani here?

Help me decide how I should respond.

Choose the most appropriate response from the choices on the right side of the screen.

Choices:
1. “Hahaha!  Of course I’m just joking!  Madeupoesis, obviously not real.  Ha… ha.  You know, you really are an easy mark, Doctor Kiani.  Ha, haha.”  (Sameer does not disclose the fellowship application).

2. “It’s nothing, really.  I applied, but the chances are slim.  It’s really not worth talking about further.”  (Sameer downplays the fellowship application and does not discuss it further).

3. “No, I’m not joking!  I’m actually kind of excited about it, actually.  But I’m also a bit worried.  Can we talk candidly?”  (Sameer discloses the fellowship application to Fatima and expresses some concerns that have arisen in his mind).

If user chooses 1, a layer pops up that says “Sameer gets the fellowship but having waited so long to talk to anyone about it, neglects to engage in appropriate disclosure to his home institution.  The following year, he applies for a federal grant, and one of the merit reviewers notes that they’ve read one of Sameer’s papers, but his affiliation was at the University of Luvtech.  This affiliation isn’t disclosed on his materials.  When his home institution investigates, they discover that the fellowship program is a malign foreign talent recruitment program.  Sameer is banned from receiving federal funds.”  The user can choose a different option after closing the layer.   

If user chooses 2, a layer pops up that says the same as the above, and with the same Sameer-quip on the narration side.  The user can choose a different option after closing the layer.

If user chooses 3, the Next button appears, and the user can advance to the next slide.

Incorrect choice:
NOT THE BEST CHOICE!

Sameer gets the fellowship but having waited so long to talk to anyone about it, neglects to engage in appropriate disclosure to his home institution.  

The following year, he applies for a federal grant, and one of the merit reviewers notes that they’ve read one of Sameer’s papers, but his affiliation was at the University of LuvTech.  

This affiliation isn’t disclosed on his materials.  When his home institution investigates, they discover that the fellowship program is a malign foreign talent recruitment program.

Sameer is banned from receiving federal funds.  
9.3 The Burdens of Talent - Foreign Talent Programs

Sameer:  I'm serious! --Actually, I'm pretty excited about it.

But I'm also a bit worried.  Can we talk about it candidly?
[Fatima] Ah.  I get it.  You’re excited about the opportunity, but you’re nervous because of the international aspect.

[Sameer] Exactly.  I've heard many times now that fellowships from abroad can pose research security risks.  

I didn’t realize until I was on the flight home that there might be a problem.  

Could this fellowship in Madeupoesis be the type of foreign talent recruitment program that I'm supposed to avoid?

[Fatima] Yeah.  Those concerns are well-founded, and you’re right to be thinking about them early on.

[Sameer] Well, "shoot."  I Guess I'll withdraw my application. 

[Fatima]:  Hold on!  

Not all foreign talent programs are inherently problematic.  

It’s important to distinguish between legitimate programs-which align with our Core Values of Research Integrity-and malign programs, that seek to exploit U.S. researchers and institutions for adversarial gain.

Federal funding rules only ban recipients from participation in malign programs.     

As an example of a "legitimate" program, the "Fulbright Scholarship" is a partnership between the U.S. and over 140 countries, and it poses no conflicts with research integrity.   

[Sameer] That’s really comforting to hear.  But.  How do I distinguish between legitimate and malign foreign talent programs?

[Fatima] Well, why don’t we go get some help?  By the way: that’s the First Test for the integrity of any foreign-state fellowship program: do they prohibit you from disclosing your involvement to your home institution?  

No legitimate program will ever ask you to do that.  It violates the core scientific values of openness and transparency.       

[Sameer] Okay, I haven’t seen anything prohibitive like that, so that’s good so far.  Where should we go for help?  

[Fatima] You’ve already done the right thing by talking to me, your senior colleague, about the opportunity.  Now, Let’s call Rachel Painter, our Vice Chancellor for Research, and get her advice.
9.4 The Burden of Talent - Foreign Talent Programs

[Rachel] Hi Fatima!  Hi Sameer!  Good to see you both.  

[Fatima] Hi Rachel!  I hope we’re not interrupting your meeting.

[Rachel] We’re just finishing up!  Do you know Michelle Rosen?  She’s an atmospheric scientist at a Department of Energy National Laboratory.  

[Fatima] We do!  Michelle, it’s great to see you again.    

[Michelle] Likewise!  

Hi Sameer!  You look "Green" around the "Gills." 

You feeling, okay?

[Fatima] He's really nervous. 

He thinks he's in trouble because he applied to a foreign talent program.  Where was it?  

[Sameer] The Kingdom of Madeupoesis.  I was visiting family there at the time.

[Michelle] Sameer!  You’re from Madeupoesis?  My partner and I had the most marvelous beach vacation there last year.  She still asks me when we’re going back. 

[Fatima] Wait.  You’ve been there, Michelle?

[Michelle] Oh, Fatima!  You don’t know what you’re missing.  

Don’t get me started on the oysters.  “So Delicious!” 

[Sameer].  I wasn't born there.  But.  I've got a lot of family in Madeupoesis.  And Michelle is right: the oysters are "to-die-for"!

[Fatima] Sameer.  I don’t mean to be rude.  But-am I dreaming right now?  How have I never heard of this place before today?  

[Michelle] Oh, Fatima.  Maybe "You" need a vacation.  All work and no play...

Fatima:  I’m sorry, folks.  And Sameer--my sincere apologies.  I need to go lie down.  Talk amongst yourselves!

Rachel:  So, Sameer.  Fatima tells me that you’ve applied to a talent program in Madeupoesis.  

[Sameer] Right.  I…I feel sick to my stomach, Doctor Painter.  Like, I’ve made a big mistake that could cost me my career.  

Rachel:  No.  No!  You haven’t done anything wrong.  In fact, by coming to your senior colleagues and administrators, you’ve done everything right.  Disclosing a potential conflict or security concern is not a “black mark” on your record-it’s a sign of how conscientious and ethical you really are.  Thank you for coming to me, Sameer.  

[Sameer] Wow.  That’s a relief.  I suppose now I’ll withdraw my application right away.  

Rachel:  Not so fast.  You might not need to withdraw your fellowship application at all.  We need to know more.

[Michelle] Really?  When I joined the National Lab, there was a screening process that looked at all of this for me.  Do you have something similar here, Rachel?

[Rachel] The process is more nuanced for university faculty.  We have a risk assessment process to advise and guide faculty decisions.

[Sameer] Risk Assessment?  I’ve heard that before.  What does that mean, exactly?

[Rachel] Great question.  It means that you, Sameer, have a pivotal role to play in assessing whether this opportunity in Madeupoesis comports with the core values of U.S. research, and I’m here to help you do that.  Don’t throw away a potential collaboration just because you have to do some due diligence.  Science deserves more than that!   

[Sameer] Okay, you’ve convinced me.  What should I look out for?  

[Rachel] MIT has a particularly clear guidance page on their website.  You can click here to learn more.  

A few highlights, to get you started:  

If the program is compensating you for the sake of transferring your existing knowledge to another country-rather than funding new research, that’s a red-flag.  

So is any requirement that you keep secrets from your home institution.

Or that you replicate your U.S.-funded work for another country.

[Sameer] So:  Avoid quid pro quo arrangements, don’t accept nondisclosure agreements, and no reproduction of research.  Got it.

[Rachel] Also: watch out for any contractual provisions that require patents associated with your U.S.-funded research to be awarded to a foreign entity.  

And be especially alert to any attempt to convince you to relocate to the other country or change your primary affiliation to the talent program’s institute.

[Sameer] You mean beware of Poaching.  Not just of intellectual assets, but even of my own career?

[Rachel] Exactly.  

Be savvy about anything that seems “too good to be true”: excessive compensation or promises of an exceptionally privileged position well above your current rank, for example. 

Malign talent programs may make rosy promises about what awaits you overseas, but you’ll have little recourse if they alter the deal.  This is especially true if you’ve already burned your bridges back home by deceiving your home institution for financial gain.  

[Sameer] Wow!  Just like Darth Vader’s deal with Lando Calrissian!  

[Michelle] Totally!  And remember that deal got worse all the time!            
9.5 The Burdens of Talent - Decision 2

Well, okay. Friends out there in TV land.

What should I say to Dr. Kiani here?

Help me decide how I should respond.

Choose the most appropriate response from the choices on the right side of the screen.

Choices
1. All this risk-assessment sounds like a ton of work.  I should withdraw my application right away and try to forget this ever happened.    

2. Smile and nod, and then do none of this risk-assessment.  No one will ever follow up on this anyway.  If I get the fellowship, great.  I’m sure all of these concerns are overblown.   

3. Call my third cousin in Madeupoesis and see if he’ll give me some quick cash for any good research, I’ve got that’s not yet been finalized or published.  Then go to Vegas and bet it all on Red!

4. Review the program documentation and check for the red flags Rachel mentioned.  If everything looks transparent, accountable, and honest, I’m probably good to proceed.  

5. Review the program documentation and send it all to Rachel.  She’ll make the best decision here, and I don’t want to be responsible for making a mistake.

Wrong Choice – Missed Opportunity
NOT THE BEST CHOICE!

Sameer withdraws his application from the fellowship program, taking no action to determine whether it is legitimate or malign.  

This becomes habit-every time an opportunity arises to collaborate internationally, he turns it down or ignores it.  But as his postdoctoral funding comes to a close at the end of the following fiscal year, he wishes he hadn’t been so rash.  A research team of U.S. and Madeuperson corporate scientists in his field have just published a groundbreaking article, which wins a prestigious scientific prize.  

Sameer sits in his apartment, watching the award ceremony on his phone.  A bit of warm lager sits still and flat in a pint glass, on a low wooden table beside him.  The night draws in.

Wrong Choice – Failed to disclose
NOT THE BEST CHOICE!

Sameer gets the Luvtech fellowship and does not disclose his involvement to his home institution.  

The following year, he applies for a federal grant, and one of the merit reviewers notes that they’ve read one of Sameer’s papers, but his affiliation was at the University of LuvTech.  This affiliation isn’t disclosed on his materials.  

When his home institution investigates, they discover that the fellowship program is a malign foreign talent recruitment program.  Sameer is banned from receiving federal funds.

Wrong Choice – Silly

WOA, SAMMER!

This isn’t Ocean’s 11!

Correct Choice - Ideal
Good choice!  You should document this review and ask colleagues or administrators to look it over if you’re unsure about anything, or if concerns arise.

Correct Choice – Acceptable

You’ve covered your liabilities and disclosed all the information available to you to the Vice Chancellor’s office. 

While you are the best judge of your own field and are equipped to make the best judgments if you avail yourself of the research security resources in these trainings, you have an ongoing duty to disclose this information to your institution.  

In the future, the Vice Chancellor’s office would probably appreciate it if you didn’t just make them do all the work.” 
9.6 Squid-Foe-Pro?

Sameer:  
… As with a low sucking sound it slowly disappeared again, Starbuck still gazing at the agitated waters where it had sunk, with a wild voice exclaimed- “Almost rather had I seen Moby Dick and fought him, than to have seen thee, thou white ghost!”

“What was it, Sir?” said Flask.

“The great live squid, which, they say, few whale-ships ever beheld, and returned to their ports to tell of it.” 

[Fatima] Hey, Sameer!  What’s up?  

[Sameer] Hey, Doctor Kiani!  You’re just in time to catch Chapter 59 of Herman Melville’s "Moby Dick"!

[Fatima] That’s great!  I’m a pretty big Queequeg fan.  But why are you reading Moby Dick to the audience?

[Sameer] It was the best resource for the Research Security role-play scenario you asked me to prepare!

[Fatima] Which scenario is that, exactly?

[Sameer] “Squid-Foe Pro”, of course!  

[Fatima] Squid … Foe … Pro?  That’s not what I--  

[Sameer] --Yeah, that one!  I was having a hard time figuring out where I would find a top-notch Foe for Squids.  

And then: It just hit me!  

Of course!  Moby Dick feasted on Giant Squids!  

The true “Squid-Foe Pro” is Clearly … the great Whale!  

[Fatima] Why, Sameer?  Tell me!  Why on Earth did I hire you?  Was I “trying” to develop an ulcer?       

[Sameer] I figure it must have been the banter.  I figure it must have been the banter!  Search your feelings, Doctor Kiani.  You know it to be true!    

[Fatima] I told you to make a scenario for “Quid Pro Quo”, Not “Squid-Foe Pro!”

[Sameer] Hold on.  “Quid Pro Quo”?  What’s that?

Fatima:  It’s Latin.  It means “something in return for something else.”

[Sameer] Well, that’s super vague!  What am I supposed to do with that?

[Fatima] In the context of international research security, Quid Pro Quo refers to an exchange of knowledge for something that isn’t knowledge.  

Like money, or prestige, or future career prospects.  It indicates that the value driving the exchange isn’t scientific progress, but your own personal gain.

And it signals that Reciprocity, one of our core values of scientific research, is absent from a collaboration.  When you detect a possible quid pro quo arrangement, it’s a red flag that should tell you to stop and seek guidance. 

[Sameer] I’m not sure I understand.  I mean, what’s so “bad” about doing a bit of moonlighting, like some outside consulting work?  Have you seen the price of “calamari” lately? 

[Fatima] There’s nothing inherently wrong about taking work outside of your full-time job, so long as you disclose what you are doing to your home institution.  

[Sameer] Disclose?  What business does the university have with how I spend my time outside of work?  If I’ve got the time, why can’t I use it the way I choose?  

[Fatima] In most cases, you can!  

But in certain circumstances, your outside research or consulting activities can present risks to the security or integrity of your federally funded work.  And those risks are often heightened in the international context.

That’s why disclosure is important, just like it was for the Madeupoesan talent program in the last scenario.  When you’re forthright about your outside activities, you give your home institution the ability to identify any conflicts that might exist, and to advise you as to the right course of action.  

[Sameer] So, hypothetically-if I “did” have outside activities, I should report that to my home institution?  

[Fatima] Exactly!  So Sameer: do you have anything to disclose?
9.7 Squid Foe Pro? Decision 1

The following text appears:

[Fatima] So Sameer: do you have anything to disclose?

[Sameer] Well:  Here we are Again!  How should I answer Dr. Kiani’s question?  

User can choose between the following dialogue options for Sameer: 

1.“Nope, definitely nothing.  I’m totally not doing any outside atmospheric science consulting for the Madeupoesan Science Academy!  And I’m definitely not investing the proceeds in a seafood business with my cousin over there!  (Sameer does not disclose any outside activities).

2. “Well, since I got back from Madeupoesis, I’ve actually been involved in two different outside activities.  Can we talk about them?”  (Sameer discloses outside activities).

Outcome:

If user chooses 1, a layer pops up that says “Sameer chooses not to disclose his moonlighting for the Madeupoesan Science Academy, or his investment in a foreign business enterprise.  Eight months later, Sameer’s outside consulting activities have expanded, and he is spending even more time on them.  The NSF program officer for his atmospheric science funding comes across Sameer’s name on a white paper from the Madeupoesan Science Academy and realizes that Sameer has been receiving additional funding from the Madeupoesan Government for what the program officer believes to be the same work that NSF has already funded - a conflict of interest, and a serious breach of research security.  Sameer is banned from receiving federal funds.”    

The user can choose a different option after closing the layer.   

If the user chooses 2, the user advances to the next slide.
9.8 Squid-Foe Pro Conflict of Interest

[Fatima] So … tell me more about what you’re doing outside of work.

[Sameer] I’ve done some consulting work for the Madeupoesan Science Academy.  

And, I’m also invested in a new Seafood Business.  It's in Madeupoesis, along with my cousin, Nohbody.

[Fatima] Nohbody.  Your cousin’s name is No.  Bah.  Dee.  

[Sameer] Yeah!  Why?  

[Fatima] No reason!

[Sameer] Anyway.  I’ve been spending more time visiting relatives over there, and I figured I could fund the seafood shack with the proceeds from the consulting.  Do I need to disclose either of those activities to my home institution?

[Fatima] Yes, actually.  Though rules may differ from institution to institution, you probably need to disclose both of them.  Each one represents a different kind of potential conflict.     

[Sameer] Oh, really?  I had no idea!

[Fatima] That’s okay.  Again-both activities might be totally fine.  But by clearing them with your home institution, you can identify any potential conflicts ahead of time, and thus avoid them.

[Sameer] So what kind of conflicts are we talking about?

[Fatima] The consulting work represents a potential “Conflict of Interest.”  This occurs when you are receiving compensation from a foreign government or corporation for work that has already been funded by the U.S. government.      

Undisclosed conflicts of interest violate federal funding agreements, as well as many university policies, because they misuse public resources to benefit foreign entities that are not directly funding the research.

[Sameer] I’m not sure I see the problem.  So, another institution is also benefiting, besides my home one.  So what?  Isn’t that just a benefit of open science, like we’ve been talking about?

[Fatima] But it’s not “open science” if you’re not being open and transparent.  You could be putting your home institution-and yourself-at legal risk.  Imagine if intellectual property you create from your federally funded work gets stolen, and credited to the foreign entity, instead of to you and your institution?  

[Sameer] Okay, I see now.  That could damage my reputation, as well as the university’s reputation as a steward of public funds.  

So, if I disclose my consulting work with the Madeupoesan Science Academy, what happens then?

[Fatima] The key to a conflict of interest is how closely your work with the foreign funder is tied to your federally-funded research.  If the work is entirely distinct, you’ll likely be allowed to continue, especially if you disclose early in the process.  And you should be!  That’s the kind of international collaboration we want!

But if the foreign-funded work is very similar to your U.S. research, then you may need to work with your institution and your funding agency to create distinct scopes of work, and report regularly on both efforts.  In some cases-like where the work is identical-you may need to disengage from the foreign collaboration entirely.  

[Sameer] But, how can I trust myself to tell the difference? 

[Fatima] Don’t go it alone!  That’s the great thing about disclosure.  By availing yourself of your institution and your funding agency’s experts, you have resources available to help you make the right call and avoid legal and professional liability.  

Click the “Next” button to see what becomes of Sameer’s beloved “Squid Shack”.
9.10 Squid-Foe Pro Decision 2

Well, okay. Friends out there in TV land.

What should I say to Dr. Kiani here?

Help me decide how I should respond.

Choose the most appropriate response from the choices on the right side of the screen.

Choices
1. All this risk-assessment sounds like a ton of work.  I should withdraw my application right away and try to forget this ever happened.    

2. Smile and nod, and then do none of this risk-assessment.  No one will ever follow up on this anyway.  If I get the fellowship, great.  I’m sure all of these concerns are overblown.   

3. Call my third cousin in Madeupoesis and see if he’ll give me some quick cash for any good research, I’ve got that’s not yet been finalized or published.  Then go to Vegas and bet it all on Red!

4. Review the program documentation and check for the red flags Rachel mentioned.  If everything looks transparent, accountable, and honest, I’m probably good to proceed.  

5. Review the program documentation and send it all to Rachel.  She’ll make the best decision here, and I don’t want to be responsible for making a mistake.

Wrong Choice – Missed Opportunity
NOT THE BEST CHOICE!

Sameer withdraws his application from the fellowship program, taking no action to determine whether it is legitimate or malign.  

This becomes habit-every time an opportunity arises to collaborate internationally, he turns it down or ignores it.  But as his postdoctoral funding comes to a close at the end of the following fiscal year, he wishes he hadn’t been so rash.  A research team of U.S. and Madeuperson corporate scientists in his field have just published a groundbreaking article, which wins a prestigious scientific prize.  

Sameer sits in his apartment, watching the award ceremony on his phone.  A bit of warm lager sits still and flat in a pint glass, on a low wooden table beside him.  The night draws in.

Wrong Choice – Failed to disclose.
NOT THE BEST CHOICE!

Sameer gets the Luvtech fellowship and does not disclose his involvement to his home institution.  

The following year, he applies for a federal grant, and one of the merit reviewers notes that they’ve read one of Sameer’s papers, but his affiliation was at the University of LuvTech.  This affiliation isn’t disclosed on his materials.  

When his home institution investigates, they discover that the fellowship program is a malign foreign talent recruitment program.  Sameer is banned from receiving federal funds.

Wrong Choice – Silly

WOA, SAMMER!

This isn’t Ocean’s 11!

Correct Choice - Ideal
Good choice!  You should document this review and ask colleagues or administrators to look it over if you’re unsure about anything, or if concerns arise.

Correct Choice – Acceptable

You’ve covered your liabilities and disclosed all the information available to you to the Vice Chancellor’s office. 

While you are the best judge of your own field and are equipped to make the best judgments if you avail yourself of the research security resources in these trainings, you have an ongoing duty to disclose this information to your institution.  

In the future, the Vice Chancellor’s office would probably appreciate it if you didn’t just make them do all the work.” 
9.11 Congratulations!  You've finished the Module!

[Sameer] Congratulations!  We knew you could do it!

[Fatima] Before you go, take a moment to reflect on what you've learned.  

Here's what you wrote, way back at the beginning.  If you like, make a few notes now about what you'll remember the most.  

[Sameer] And don't worry: this is just for you.  No one else will ever see what you write. 

[Fatima] Even if it's "Battlestar Galactica" Fanfiction.

[Sameer] Hoo!  It's been a long day.  I'm off to bed.   

[Fatima] Goodnight, folks!  Say goodnight, Sameer!

[Sameer] Okay, I guess.  
[Fatima] "Goodnight, Sameer!"

10.1 Under Pressure: Contact from Former Advisors

[Fatima] In the rest of this Part, we’ll explore some specific examples of international collaborations using eight hypothetical situations.  The object here is simple: read each hypothetical, and then decide whether the situation is “Consistent with the Core Values of Research Integrity”, or “Inconsistent with those values”.

[Sameer] Joining us is Quan, a PhD student in our Atmospheric Science Research Group.  

Let's get him up to speed on assessing collaborations using the Core Values.  Let me just get my notes out…

[Quan] Hi Sameer! 

That's a Lot of notes.   

How's it going?

[Sameer] It's Lit!  

Say ... do you know of any "Dank Memes", that might be popular with other students?

[Quan] Wait ... What?

Why are you using Gen-Z slang?

[Sameer] It's all Part of developing a culture of Research Security among our newer graduate students.  

I'm trying to develop a better rapport with them.  So, I'm studying Gen-Z lingo!

How am I doing?

[Quan] So long as you never use the word "lingo" again, I think you're making progress!  

[Sameer] I was just making a “vibe check.”

Quan:  Mmm, that’s not really a “vibe check.” 

[Sameer] Nice clapback!  I understood the assignment!  

[Quan] Not really.  

But hey, Keep trying.  You'll get it eventually.

Anyway.  Why are we here?  What's all this about Core Values?

[Sameer] Doctor Kiani and I are training all our graduate students to be aware of research security threats that may arise when we collaborate internationally.

[Quan] You mean, like someone trying to steal my laptop at a conference, or something?  

[Fatima] That could be a part of it, but it’s actually more serious.  In recent years, it’s come to light that some foreign nation adversaries are intent on exploiting our culture of open science in order to both steal scientific data and results and exercise malign influence over U.S.-based researchers.

[Quan] Yikes!  That’s pretty scary.

[Fatima] And importantly, there are new federal regulations coming into force that make all of us responsible for safeguarding the research ecosystem.  

Failure to follow disclosure rules-for example - could bar you from future receipt of federal funds, or even subject you to civil or criminal penalties.  So it’s my responsibility-as your advisor-to make sure you understand the requirements.  

[Quan] Big Yikes!  So the government is going to be looking over my shoulder all the time, waiting for me to make a mistake?   

[Fatima] Thankfully, no.  The U.S. government has opted for a Risk-Management approach to research security.  The object is to empower students, faculty, and researchers to identify research security threats and respond to them accordingly.  The key to doing that is to internalize the core values of U.S. research, and to communicate with your advisor and department whenever a concern arises.  

Remember: most research security threats can be addressed and managed through disclosures.  

Let’s jump into our eight hypotheticals.      

The key here is pay attention to the fact-pattern and look for things that seem out-of-alignment with the spirit of the Core Values.  

Learn to trust those instincts.   

After you answer, we’ll provide guidance as to how specific Core Values apply to the fact pattern, so that if you encounter these kinds of situations in real life, you can think back to the hypothetical as a guide.  

Don’t stress: if you answer incorrectly, it won’t impact you negatively.

[Quan] So, it’s like I get to make a mistake here-where it doesn’t really matter-so that I can avoid making a mistake when it does matter.        

[Fatima] Exactly.  The point of this module is not just to “get the right answer”.  It’s to equip you to make the right decision when a real research security concern presents itself.   

Click “Next” to go to the first hypothetical situation.

When you’ve completed all hypothetical situations, you can proceed to Part 4.
[Quan] Time-out, Doctor Kiani.  Okay?

So, Sameer is a "super-villain", now.  

I Do appreciate the joke.  And He means well.   

But ... I've actually dealt with this situation in "real life."  And it's not just some Funny "scenario."  It happened in the very first year of my PhD program--before "You" became my advisor.

[Fatima] Quan!  I had no idea!  

[Sameer] Sorry Quan-I didn’t mean to be insensitive.  

Can you tell us what happened?

[Quan] So … I actually “did” come here from another country-a real one.  One where the line between the science academy and the national defense and intelligence agencies wasn’t so clearly delineated.  

[Fatima] What do you mean by that?

Quan:  Meaning that … reporting scientific data and results to intelligence agencies regularly was “normal”: just part of the job!  In my masters program, before I came to the U.S., that kind of information transfer was just “expected.” 

The notion that U.S. scientists are independent from the government-and expected to control the information they produce according to their own judgment-was really jarring to me at first.  

[Sameer] Why was that?  

[Quan] Because I was used to reporting everything to the higher-ups.  All the time!  The notion that I was ultimately in charge of my research here felt … overwhelming!  How was I supposed to take responsibility for all of that?  

[Fatima] I see.  How did that make you feel?  When you were suddenly without that hierarchical system?    

[Quan] When my old advisor from back home contacted me, it was such a relief!  

I’d had a hard time "fitting in" here in the U.S.:  The culture here is so different!

People here spend a lot of time by themselves, more than I was used to.  I felt so alone.  

And then … a familiar face.  

[Fatima] Right.  Someone to feel connected to.  What happened then?  

[Quan] Well, my former advisor wasn’t some nefarious villain!  He was an old friend-he made me feel at home.  And I was desperate for some kind of connection.  And he didn’t demand anything.  He just wanted to know how I was doing and seemed interested in my work.  And so … we started talking, and he offered to take a look at my current work, as another set of eyes, to make sure I wasn’t making any mistakes.  

[Fatima] What about your new U.S. advisor, that year?  

Shouldn’t they have been the ones to go to for guidance?

[Quan] Yeah, you’re right.  

But my new advisor seemed really busy … a lot of my emails went unanswered, and I didn’t want him to think I was incompetent.  

I felt like I was on my own.  And I was worried I was going to make a major mistake in my research.

[Fatima] What happened then? 

[Quan] Click “Next” to find out. 
10.4 The Burdens of Talent: Foreign Talent Recruitment 

[Quan] So, I shared my data with my old advisor, hoping he would help me identify any errors.  And by the time I realized what was happening, it was too late.  I saw my own recent findings published in a journal under my old advisor’s name.      

[Sameer] Oh no!  That must have been devastating.  

[Quan] I was crushed!  Not just at losing the publication.  But I felt betrayed, and humiliated.  Why would he do that to me?  

[Fatima] It’s possible that your old advisor was-not through any choice of his own-being manipulated by intelligence or defense agencies.  And he may have been coerced into stealing your findings.  

[Quan] Maybe you’re right, Doctor Kiani.  When I reached out to him to complain about his behavior, things got even stranger.  

He apologized and offered to “make it up to me in the future.”

[Sameer] The plot thickens!  Then what happened? 

[Quan] Nothing, for like two years!  But then, I got an email this week from a fellowship program, which would fund my research back in my home country, after I finished my PhD here.  

[Fatima] ... And now you're worried that your old advisor had something to do with it?

[Quan] I have no idea.  I haven’t responded yet.  I was actually going to ask you about it before I did.  What do you think I should do? 

Fatima:  You should be especially careful in assessing this fellowship opportunity.  Your old advisor-and whatever foreign agency might be directing him-may be trying to involve you in a malign Foreign Talent Recruitment Program.  

[Quan] Foreign Talent Program?  What’s that?  

[Fatima] Foreign Talent Programs aim to attract researchers-- including graduate students-in particular fields that are of interest to the foreign government.  They might do so through fellowships or grants, which may entice you to relocate to the foreign country.  

[Sameer] Well, what’s so malign about that?  It’s just a job offer, right?  And it’s Quan’s choice if he wants to go back home after completing his doctorate.  

[Fatima] That’s the tricky part: It could be entirely legitimate and might have nothing to do with your old advisor after all.  But some foreign talent programs require you to behave unethically, or even illegally, in an effort to exercise malign influence on the U.S. research system, or to steal research data and results.

[Quan] So, should I turn it down?  

[Fatima] We’ll need to know more.  

Foreign Talent Programs differ, and not all of them are problematic.  

It’s important to distinguish between legitimate programs-which align with our Core Values of Research Integrity-and malign programs, that seek to exploit U.S. researchers and institutions for adversarial gain.

Federal funding rules ban recipients from participation in malign programs.     

As an example of a "legitimate" program, the "Fulbright Scholarship" is a partnership between the U.S. and over 140 countries, and it poses no conflicts with research integrity.   

[Quan] So, how do I distinguish between legitimate and malign foreign talent programs?

[Fatima] The first test for the integrity of any foreign-state fellowship program is: do they prohibit you from disclosing your involvement to your home institution? 

No legitimate program will ever ask you to do that.  It violates the core scientific values of openness and transparency.  

[Quan] I haven’t seen anything prohibitive like that. 

[Fatima] That’s a good first step.  And you’ve already done the right thing by talking to me-your current advisor-about the opportunity.    

Click “Next” to learn more about how to identify a malign foreign talent program.  
10.5 RP Scenario 2: Burdens of Talent: Beat 2

[Quan] So, how do I assess the legitimacy of a foreign fellowship program?  Is there some list of “good” and “bad” programs out there?

[Fatima] Not exactly.  Instead, we'll use a "risk assessment" process.

[Quan] Risk Assessment?  What does that mean, exactly?

Fatima:  It means we’ll look at the specifics of the program in order to determine whether it raises any red flags that violate core values of U.S. research.  You shouldn’t let one bad experience with an old advisor put you off from collaborating with an otherwise legitimate program.   

MIT has a particularly clear guidance page on their website.  You can click here to learn more.  

A few highlights, to get you started:  

If the program is compensating, you for the sake of transferring your existing knowledge to another country-rather than funding new research--that’s a "Red Flag".  

So is any requirement that you keep secrets from your home institution.

Or that you Replicate your U.S.-funded work for another country.

[Quan] So:  Avoid quid pro quo arrangements, don’t accept nondisclosure agreements, and no reproduction of research.  Got it.

[Fatima] Also: watch out for any contractual provisions that require patents associated with any of your U.S.-funded research to be awarded to a foreign entity.  

And be especially alert to any attempt to convince you to relocate to the other country or change your primary affiliation to the talent program’s institute.

[Quan] You mean beware of Poaching.  Not just of intellectual assets, but even of my own career?

[Fatima] Exactly.  

Be savvy about anything that seems “too good to be true”: excessive compensation or promises of an exceptionally privileged position well above your current rank, for example. 

Malign talent programs may make rosy promises about what awaits you overseas, but you’ll have little recourse if they alter the deal.  This is especially true if you’ve already burned your bridges back home by deceiving your home institution for financial gain.   
10.7 Congratulations!  You've finished the Module!

Sameer:  Congratulations!  We knew you could do it!

[Fatima] Before you go, take a moment to reflect on what you've learned.  

Here's what you wrote, way back at the beginning.  If you like, make a few notes now about what you'll remember the most.  

[Sameer] And don't worry: this is just for you.  No one else will ever see what you write. 

Fatima:  Even if it's "Battlestar Galactica" Fanfiction.

[Sameer] Hoo!  It's been a long day.  I'm off to bed.   

[Fatima] Goodnight, folks!  Say goodnight, Sameer!

[Sameer] Okay, I guess.  
[Fatima] "Goodnight, Sameer!"

13.1 Core Values in the International Context

[Sameer] Doctor Kiani!  

I Worry this might shock you, but I have a new problem!

[Fatima] Oh No.  

What is it this time?

[Sameer] It’s … uh … a little embarrassing.

[Fatima] You can tell me, Sameer.  I’m your boss!  

[Sameer] Okay.  I’m really struggling with my Tango lessons!  I thought I’d be a natural.  But I think I have two left feet.  

[Fatima] Uhh … okay.  That’s a bummer … But what does that have to do with international collaboration?    

[Sameer] Well, I’m not sure how to meet potential collaborators.

[Fatima] And you thought learning how to ballroom dance would be a good way to meet foreign atmospheric scientists?  

[Sameer] Yeah!  I figured-if I became an international dance champion-that people would respond to more of my emails about potential collaboration.  

[Fatima] So people aren’t responding to your emails?

[Sameer] Yeah, it’s really discouraging.  

How do I … you know … actually start collaborating?  Do I just keep sending emails to other scientists around the world?    

[Fatima] Well, a cold e-mail to a stranger is probably not going to get much response.  But there are easier ways to find collaborators than mastering the Paso Doble!  

[Sameer] That’s a relief!  But now I have to find a way to sell all those ballroom dance outfits I bought online!    

Click “Next” to Learn More about Types of international collaboration! 
13.3 Core Values in the International Context

[Fatima] Rather than relying solely on your own … ahem … charms over email, you should take advantage of existing collaborative environments in order to make those connections and expand your research activities. 

Scientific conferences are great places to explore potential collaborations through informal conversations.  

Keeping up with your own departmental or institutional colleagues is also crucial -when your colleagues know who you are and what you do, they may reach out to include you in conversations with potential international partners.  
[Sameer] Your department or program may also have processes for hosting international colleagues or students from time to time.  These might include special speaking events, where researchers share their work with your department or institution. 

Hosting may also encompass longer-term collaborations-like a research fellow in residence or sponsoring foreign-born graduate students in your lab or research group.  

[Fatima] More formally, your institution may be part of a research network or partnership between institutions.  These networks often host their own events and activities in order to foster greater collaboration.  There may be opportunities to participate in joint proposals, projects or papers with international partners, or work together on education and outreach to the next generation of scientists.  These networks may also facilitate sharing of equipment, facilities, and data resources.    

[Sameer] Wow.  So many options!
[Fatima] vital to scientific progress-can also raise distinct research security and integrity concerns.  

Click “Next” to explore these concerns according to the “Researcher” Learning Path that you chose in the Module Introduction. 
13.5 Core Values in the International Context

[Fatima] In the rest of this Part, we’ll explore some specific examples of international collaborations using eight hypothetical situations.  The object here is simple: read each hypothetical, and then decide whether the situation is “Consistent with the Core Values of Research Integrity”, or “Inconsistent with those values".

[Sameer] Hold up.  I need to get my Core Values notes out!  What if I pick the wrong one?

[Fatima] Don’t worry about identifying specific Core Values. 

The core values are more about developing your instincts, than holding to precise definitions.  

The key here is pay attention to the fact-pattern, and look for things that seem out-of-alignment with the spirit of the Core Values.  

Learn to trust those instincts.   

After you answer, we’ll provide guidance as to how specific Core Values apply to the fact pattern, so that if you encounter these kinds of situations in real life, you can think back to the hypothetical as a guide.  

Don’t stress: if you answer incorrectly, it won’t impact you negatively.

[Sameer] So, it’s like I get to make a mistake here-where it doesn’t really matter-so that I can avoid making a mistake when it does matter.        

[Fatima] Exactly.  The point of this module is not just to “get the right answer”.  It’s to equip you to make the right decision when a real research security concern presents itself.   

Click “Next” to go to the first hypothetical situation.
Part 3 Administrator

14.1 Core Values in the International Context

Sameer:  Doctor Kiani!  

I Worry this might shock you, but I have a new problem!

[Fatima] Oh No.  

What is it this time?

[Sameer] It’s … uh … a little embarrassing.

[Fatima] You can tell me, Sameer.  I’m your boss!  

[Sameer] Okay.  I’m really struggling with my Tango lessons!  I thought I’d be a natural.  But I think I have two left feet.  

[Fatima] Uhh … okay.  That’s a bummer … But what does that have to do with international collaboration?    

[Sameer] Well, I’m not sure how to meet potential collaborators.

[Fatima] And you thought learning how to ballroom dance would be a good way to meet foreign atmospheric scientists?  

[Sameer] Yeah!  I figured-if I became an international dance champion-that people would respond to more of my emails about potential collaboration.  

[Fatima] So people aren’t responding to your emails?

[Sameer] Yeah, it’s really discouraging.  

How do I … you know … actually start collaborating?  Do I just keep sending emails to other scientists around the world?    

[Fatima] Well, a cold e-mail to a stranger is probably not going to get much response.  But there are easier ways to find collaborators than mastering the Paso Doble!  

[Sameer] That’s a relief!  But now I have to find a way to sell all those ballroom dance outfits I bought online!    

Click “Next” to Learn More about Types of international collaboration! 
14.3 Core Values in the International Context

[Fatima] Rather than relying solely on your own … ahem … charms over email, you should take advantage of existing collaborative environments in order to make those connections and expand your research activities. 

Scientific conferences are great places to explore potential collaborations through informal conversations.  

Keeping up with your own departmental or institutional colleagues is also crucial -when your colleagues know who you are and what you do, they may reach out to include you in conversations with potential international partners.  
[Sameer] Your department or program may also have processes for hosting international colleagues or students from time to time.  These might include special speaking events, where researchers share their work with your department or institution. 

Hosting may also encompass longer-term collaborations-like a research fellow in residence or sponsoring foreign-born graduate students in your lab or research group.  
Fatima:  More formally, your institution may be part of a research network or partnership between institutions.  These networks often host their own events and activities in order to foster greater collaboration.  There may be opportunities to participate in joint proposals, projects or papers with international partners, or work together on education and outreach to the next generation of scientists.  These networks may also facilitate sharing of equipment, facilities, and data resources.    
Sameer:  Wow.  So many options!
Fatima:  That’s right.  And each type of international collaboration-while important and vital to scientific progress-can also raise distinct research security and integrity concerns.  Click “Next” to explore these concerns according to the “Researcher” Learning Path that you chose in the Module Introduction. 
14.5 Core Values in the International Context

Fatima: In the rest of this Part, we’ll explore some specific examples of international collaborations using eight hypothetical situations, each tailored to university administrators.  We’re joined by our Vice Chancellor for Research, Dr. Rachel Painter.  

Rachel:   Thanks, Fatima.  The object here is simple: read each hypothetical, and then decide whether the situation is “Consistent with the Core Values of Research Integrity”, or “Inconsistent with those values".

[Sameer] Hold up, Doctor Painter!

I need to get my Core Values notes out!  

What if I pick the wrong one?

[Rachel] Sameer!  I didn’t know you had interest in becoming an administrator.  How exciting!

[Sameer] Oh, absolutely.  I can see it now: the Banquets, the Receptions!  To be adored by faculty and students alike for my benevolent rule!

[Rachel] Oh dear.  That’s not exactly what an administrator does, I’m afraid.  At least, not most of it.  You might be disappointed by the reality.

[Sameer] Wait a second.  You're saying that I Won’t get to hold court and pass down judgments, backed by my loyal dragons?

[Rachel] Quite the opposite.  Administrators have to serve the needs of the entire university.  And they also bear a duty as stewards of the broader research ecosystem.  You’ll have to make difficult decisions regarding competing needs, ones that not everyone will agree with.  

[Sameer] So you’re saying that, in developing a culture of research security for international collaborations, I might have to make decisions that make some faculty members unhappy? 

[Rachel] Correct.  But don’t take it too hard change is difficult.  

Did you know that when faculty get to Heaven, the first thing they do is complain about which cloud they’re on?  

[Sameer] Maybe i’ll just take it one career-step at a time for the moment.  But it’s never to early to start learning: Let’s see those hypothetical administrator situations!      

[Rachel] That’s a good plan.  Don’t worry you don’t need to identify specific Core Values in addressing these situations.     

The core values are more about developing your instincts than holding to precise definitions.  

The key here is pay attention to the fact-pattern, and look for things that seem out-of-alignment with the spirit of the Core Values.     

After you answer, we’ll provide guidance as to how specific Core Values apply to the fact pattern, so that if you encounter these kinds of situations in real life, you can think back to the hypothetical as a guide.  

Don’t stress: if you answer incorrectly, it won’t impact you negatively.

[Sameer] So: it's like I get to make a mistake here--where it doesn't really matter--so that I can avoid making a mistake when it "does" matter.

[Rachel] Exactly.  The point of this module is not just to “get the right answer”.  It’s to equip you to make the right decision when a real research security concern presents itself.   

Click “Next” to go to the first hypothetical situation.
15. Part 3 Student

15.1 Core Values in the International Context

[Sameer] Doctor Kiani!  

I Worry this might shock you, but I have a new problem!

[Fatima] Oh No.  

What is it this time?

[Sameer] It’s … uh … a little embarrassing.

[Fatima] You can tell me, Sameer.  I’m your boss!  

[Sameer] Okay.  I’m really struggling with my Tango lessons!  I thought I’d be a natural.  But I think I have two left feet.  

[Fatima] Uhh … okay.  That’s a bummer … But what does that have to do with international collaboration?    

[Sameer] Well, I’m not sure how to meet potential collaborators.

[Fatima] And you thought learning how to ballroom dance would be a good way to meet foreign atmospheric scientists?  

[Sameer] Yeah!  I figured-if I became an international dance champion-that people would respond to more of my emails about potential collaboration.  

[Fatima] So people aren’t responding to your emails?

[Sameer] Yeah, it’s really discouraging.  

How do I … you know … actually start collaborating?  Do I just keep sending emails to other scientists around the world?    

[Fatima] Well, a cold e-mail to a stranger is probably not going to get much response.  But there are easier ways to find collaborators than mastering the Paso Doble!  

[Sameer] That’s a relief!  But now I have to find a way to sell all those ballroom dance outfits I bought online!    

Click “Next” to Learn More about Types of international collaboration! 
15.3 Core Values in the International Context

[Fatima] Rather than relying solely on your own … ahem … charms over email, you should take advantage of existing collaborative environments in order to make those connections and expand your research activities. 

Scientific conferences are great places to explore potential collaborations through informal conversations.  

Keeping up with your own departmental or institutional colleagues is also crucial -when your colleagues know who you are and what you do, they may reach out to include you in conversations with potential international partners.  
[Sameer] Your department or program may also have processes for hosting international colleagues or students from time to time.  These might include special speaking events, where researchers share their work with your department or institution. 

Hosting may also encompass longer-term collaborations-like a research fellow in residence or sponsoring foreign-born graduate students in your lab or research group.  
[Fatima] More formally, your institution may be part of a research network or partnership between institutions.  These networks often host their own events and activities in order to foster greater collaboration.  There may be opportunities to participate in joint proposals, projects or papers with international partners, or work together on education and outreach to the next generation of scientists.  These networks may also facilitate sharing of equipment, facilities, and data resources.    
[Sameer] Wow.  So many options!
[Fatima] That’s right.  And each type of international collaboration-while important and vital to scientific progress-can also raise distinct research security and integrity concerns.  

Click “Next” to explore these concerns according to the “Student” Learning Path that you chose in the Module Introduction. 
15.5 Core Values in the International Context

[Fatima] In the rest of this Part, we’ll explore some specific examples of international collaborations using eight hypothetical situations.  The object here is simple: read each hypothetical, and then decide whether the situation is “Consistent with the Core Values of Research Integrity”, or “Inconsistent with those values”.

[Sameer] Joining us is Quan, a PhD student in our Atmospheric Science Research Group.  

Let's get him up to speed on assessing collaborations using the Core Values.  Let me just get my notes out…

[Quan] Hi Sameer! 

That's a Lot of notes.   

How's it going?

[Sameer] It's Lit!  

Say ... do you know of any "Dank Memes", that might be popular with other students?

[Quan] Wait ... What?

Why are you using Gen-Z slang?

[Sameer] It's all Part of developing a culture of Research Security among our newer graduate students.  

I'm trying to develop a better rapport with them.  So, I'm studying Gen-Z lingo!

How am I doing?

[Quan] So long as you never use the word "lingo" again, I think you're making progress!  

[Sameer] I was just making a “vibe check.”

[Quan] Mmm, that’s not really a “vibe check.” 

[Sameer] Nice clapback!  I understood the assignment!  

[Quan] Not really.  

But hey, Keep trying.  You'll get it eventually.

Anyway.  Why are we here?  What's all this about Core Values?

[Sameer] Doctor Kiani and I are training all our graduate students to be aware of research security threats that may arise when we collaborate internationally.

[Quan] You mean, like someone trying to steal my laptop at a conference, or something?  

[Fatima] That could be a part of it, but it’s actually more serious.  In recent years, it’s come to light that some foreign nation adversaries are intent on exploiting our culture of open science in order to both steal scientific data and results and exercise malign influence over U.S.-based researchers.

[Quan] Yikes!  That’s pretty scary.

[Fatima] And importantly, there are new federal regulations coming into force that make all of us responsible for safeguarding the research ecosystem.  

Failure to follow disclosure rules-for example - could bar you from future receipt of federal funds, or even subject you to civil or criminal penalties.  So it’s my responsibility-as your advisor-to make sure you understand the requirements.  

[Quan] Big Yikes!  So, the government is going to be looking over my shoulder all the time, waiting for me to make a mistake?   

[Fatima] Thankfully, no.  The U.S. government has opted for a Risk-Management approach to research security.  The object is to empower students, faculty, and researchers to identify research security threats and respond to them accordingly.  The key to doing that is to internalize the core values of U.S. research, and to communicate with your advisor and department whenever a concern arises.  

Remember: most research security threats can be addressed and managed through disclosures.  

Let’s jump into our eight hypotheticals.      

The key here is: pay attention to the fact-pattern, and look for things that seem out-of-alignment with the spirit of the Core Values.  

Learn to trust those instincts.   

After you answer, we’ll provide guidance as to how specific Core Values apply to the fact pattern, so that if you encounter these kinds of situations in real life, you can think back to the hypothetical as a guide.  

Don’t stress: if you answer incorrectly, it won’t impact you negatively.

[Quan] So, it’s like I get to make a mistake here-where it doesn’t really matter-so that I can avoid making a mistake when it does matter.        

[Fatima] Exactly.  The point of this module is not just to “get the right answer”.  It’s to equip you to make the right decision when a real research security concern presents itself.   

Click “Next” to go to the first hypothetical situation.

When you’ve completed all hypothetical situations, you can proceed to Part 4.
16. Part 4 - Researcher

16.1 Researcher Scenario 1

Well, okay. Friends out there in TV land.

What should I say to Dr. Kiani here?

Help me decide how I should respond.

Choose the most appropriate response from the choices on the right side of the screen.

Choices:
1. “Hahaha!  Of course I’m just joking!  Madeupoesis, obviously not real.  Ha… ha.  You know, you really are an easy mark, Doctor Kiani.  Ha, haha.”  (Sameer does not disclose the fellowship application).

2. “It’s nothing, really.  I applied, but the chances are slim.  It’s really not worth talking about further.”  (Sameer downplays the fellowship application and does not discuss it further).

3. “No, I’m not joking!  I’m actually kind of excited about it, actually.  But I’m also a bit worried.  Can we talk candidly?”  (Sameer discloses the fellowship application to Fatima and expresses some concerns that have arisen in his mind).

If user chooses 1, a layer pops up that says “Sameer gets the fellowship but having waited so long to talk to anyone about it, neglects to engage in appropriate disclosure to his home institution.  The following year, he applies for a federal grant, and one of the merit reviewers notes that they’ve read one of Sameer’s papers, but his affiliation was at the University of Luvtech.  This affiliation isn’t disclosed on his materials.  When his home institution investigates, they discover that the fellowship program is a malign foreign talent recruitment program.  Sameer is banned from receiving federal funds.”  The user can choose a different option after closing the layer.   

If user chooses 2, a layer pops up that says the same as the above, and with the same Sameer-quip on the narration side.  The user can choose a different option after closing the layer.

If user chooses 3, the Next button appears, and the user can advance to the next slide.

Incorrect choice:
NOT THE BEST CHOICE!

Sameer gets the fellowship but having waited so long to talk to anyone about it, neglects to engage in appropriate disclosure to his home institution.  

The following year, he applies for a federal grant, and one of the merit reviewers notes that they’ve read one of Sameer’s papers, but his affiliation was at the University of LuvTech.  

This affiliation isn’t disclosed on his materials.  When his home institution investigates, they discover that the fellowship program is a malign foreign talent recruitment program.

Sameer is banned from receiving federal funds.  



